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Business Records (BR) FISA
. =Course Welcome——4

; Lesson 1 —Introduction to the QL Lo b B e
) . i ecords _,_l‘w FISA web-basad
Business Records (BR) FISA i vaning WeT) .
Lesscn 2 —Reasonable Articulable B -eravsimEr This course provides m
: P / i | training for analysts who will be
! MLMU_O_OD \ m>mv authorizad to query the raw metadata
il ® 2 ~'lectad hy the RR FISA
{ Lesson 3 — First Amendment | leciedby e BRFISA
OODM.QmﬁmﬂODm (U//FOEEY The course 1s comprised of
Lesson 4 — The BR FISC Order i e iesions |
Lesson 5 — Accessing, Sharing, | | (TSHOMMNFY The lessons contained in |
; 2 o . the BR FISA course ars:
O_mwm_\j_ﬂm:OD, NDQ xmﬁmDﬁ_OD »  Lesson 1 -introcuction to the |
Business Records (BR) FISA
Lesson 2 —-Reasonabie ”
Adticulable Suspcion (RAS) 4
Lesson 3 - First Amendment _
. . Considerations _
| Lesson 4 - The BR FISC Orde
.m Lesson 5 —Accessing. Sharing, _
m { Disseminaticn, 2nd Retention ,
|
| ﬂ Derived From: NSA/CSSM 1-52 | m
o J Dated: 20070108 _ _
Deciassify On: 26544001




Business Records Ammv 7 _m>
OoSmm Welcom

£ il (U/PE&PST The course begins with an |
overview of the BR FISA authority and |
e then moves into an overview of the A
| | Reasonable Articulable Suspicion y
3 | standard. Next. students will axplore _ b
= First Amendment considerations _
before taking a closer look at the BR |
g FISC Order. The BR Order points out |
w special considerations that distinguisn
this FISA authority from cther FISAs
typically encountered at this Agency
The final lesson of this course
provides specific rules and procedures
regarding the eccess, sharing,
dissemination, and retenticn of BR
FISA metadaia.




Lesson “Welcome®, Slide 3 Course Objectives

.

PR AR

At the conclusicn of this course you i
Al should be able to: i

«ldentify terms and processes B
Am.ﬂ. , associated with the Business Records

: : . FISA Orc 7
-ldentify terms and processes associated with the SR |

g +ldentify common sources of
: Business Records FISA t| information used for determining RAS

« State limitations for targeting US

ldentify common sources of information used for | persons under the RAS standar

( Tal | -ldentify access, sharing _
Qm.ﬁm_»g_.ﬁ_ﬂm m\Pm . : dissemination, and retention i
+State limitations for targeting US persons under the procedumeunen e BRHRALouT |
RAS standard |
o|dentify access, sharing, dissemination, and retention

procedures under the BR FISA Order




Business Records (BR) FISA
=Course Welcome———

(UIFBUYB-As you progress through
the cifferent course lessons you may
want to also access the related Legal
Readings. The two core readings are
the Reascnable Articulable Suspicion
(RAS) memorancum written by OGC
and the BR FISC COrder issued by the
FISA Ccurt

(U607 You can access these
cocuments by clicking on the Legal
Readings button located in eCampus




T

BR FISA = Specific authority given by
the FISA Court (FISC) that allows NSA
to cbtain metadata from the business
records of certain specified
telecommunication companies.

8 TR VA

Tt AT A

v The Business Rexords (BR)
FISA is a specific authority given by 3m
Foreign lc_._nn:rcrhf_u wce Act Court
(t _Oc. that allows NSA tc cbrain Jm.mum,m
from the businass records of ceriain
spacifiec teleccmmunication companies.

(ronslenE- | his data consists of elephony
5@6..&& obrained Tom busirass _ ync&m
ided under a court order by US

L“1

—Fradewa-This FISA Is authorized because
the FISC recognizes there s a |
,.:::.r;u_::“.y:, nterest n cotawing those

siness records. However, because
:E e 15 a great deal of US person
communicaticns within these business
racords, the FISC and NSA nave instituted

= strict or.a@::mw on :he ccllection,

IO0eEsINg, ratention. and dissaminaticn of
he metadata.

~EEEHSHNEY You can aceess the most
curren: BR Order from the inks on the

1°t Legal Readings button i this =

Mouse Over. |[1] (TSUSHINF)
refers to electronic communications
sernvice provicers located irside of t e
United U”m:uw wio aga
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r Datogd: 20048108
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Lesson 1 n__ow m _iqo@:(:o: to the wm OL ?mw

. w STSUSUNEY-This esson will enable
% you to:
7 . 7
w.,m.., mlmmmo_.._ T - ND:OQCOZOD to .M_Jm BR %= -lgentity the purpose of the SR FISA
433 A
.mﬂ.. . . il *Recognize the I =
B Objectives: it mErm covered by the BR FISA Court
Lo i} Order
I ‘m 9 «Define terms relevant to the BR FISA
i i % Order telephony metadata, teleprony
g « ldentify the purpose of the BR g daningy; Hioos; s0dBend 3
T = ...“ - F A 4 3.
.wmoo. nize the! ,

a mqonum no<m_.ma w< H:m _u.__,
wx _u_mb Order B

*Define terms relevant to the BR
FISA Order: telephony metadata, M
telephony identifier, hops, and M
Seed }
. L 13 J

e D e Cand o Lo of 1 "0 Pt W TEE La ot d) 8 P ot 1
TOF3ECRET !

3
:C(.S:: v OTUY



= Records

D<m§mé ow RAS
The term associated is defined in the RAS Memo io
mearn, aged in a common enferprise” with:

or
v O_Jm of ?m groups designatea by the National
cunier Terrorism Center (NCTC} to have allied

el . QBRI RET AT

» Someaone acting as their agent.

No other groups other than those listed in the BR
FISC Order can be used (o iustify access under
the BR FISA autherity.

X ‘ciuocow Bz uBi;cooa you will nesd

to understend some key ieims. 7o
access @ vocabulary list please use the
legal readimngs lir rc: %f.c: side of the
page m:n open the 8 _cmaE,\ Lai's
review a faw of the .mﬁ:w you'll use in ihis
SOUTSEe NOW.

il (FEHEHINGY The term associatod is

defined 1o mean “engaged in a comnmun
cnforprse” with:

listed in the Ordar or

The BR FISA O&ma list specific
uqorvn that ar

Inese
are greups designated oy the
/nao:m. (oclu. 4.0.333. Cencer

H 1, Leives

M

No other groups other inan these
iisted ir. the BR FISC Order can be
used to iustify ecozss under ithe BR
FISA autharity. This list can bo
obtained from a Homsiand Mission
Coorginator (HVIC), Secause the
FISC Order is typic c.% renawed
averv 50 80 days, the list of terrorist
groups is suhjest to crange.

2 ]

(L1 The NCTC list ais2
i identifies kiiown slases ‘or groups listad 'n

w the Order

; iT.J:Hn.;n,...nﬂ;ﬁ.arf:.,i.
B il oY e ...?:,p\.\...-;.. oer




" Lesson 1 - Introduct,
: ._..1..._._. Records (BR).E

“Telephony Metacata and Telephony Identifers”
Telephony metadata
Metadafa ceilected —~ includes comprehensive communicaticns routing
information
Originating and terminating te'ephone numbers
Intemationa! Mobile Subscriber _oon::\ (IMSi) numbers
Mobile Subscriber Integrated Services Digital Network (MSISDN)
numkers
ntermational Mcbiie station Equipment identily (IMEI) numbers
Trunk identifiers
Telephene czliing card numbers
Time and duration of calis

Telephony metadata does NOT include
. Subsiantive content cf any comimunication
“ Name. 2adress or financial information about a subscriber or
cusicmer

Telephony identifiers correlate ‘0 Business Records metadata collected by
the providers. such as MSISDN or a cailin Telephony
identifers are aleo knowr: as: dentifiers.

rHere's the deliniiion of
680:03 matadata which you will
rneec throughout this course

(T373NGr | he Telephony Metadata

oblzined irom the BR FISA 5
comprzhensive ccmmunications
reubing informaticn. Speciiically it may
contain.
Originating and terminating
‘elephong numbers
niemalional Mobie Suascriber
dentity {IMSI) numbers
Mobile Subscriber Integrated
Services Digital Network
[MSISDN) numbers
nternabonal Mobile siation
Zquipment [dantity {IMEI)
nuUmMoers
Trunk icentifers
lelechone cziling card numbe:s
Time and duration of calis

~FEHEHINEY The BR FISA authority

does nol axiend to the conient of thess
communicaglions. Tre SR FISA dozs
NOT includs substarive content of
any communication, or the nams,
address, or liran lormation abaul
a susscriber or cusiomer.




mmwm”

ﬂm,.@?z*u A telephony identfier

3 oy
: M (selector), is called 2 Seed waen it is
gf  Deing uscd to searcn the BR
Wi repesitery. When ncoa..:o :.o B=R
_,M metadata reposilory, Bus?
4 Records FISA .wiﬂ_-ovu_d(ma
k4 ncividuals, also wnown as BRF
ol ¢l cnainers. ccnouct centact chaining
First HOP m 3 ueries In
2§ order (o obtain the ceritacts between =
k2 seed anc other telephone identifiers
v (numbers in contact with the RAS-
¥} approved Sesec)
24 (FSHSHNFY-Under the BR FISA
Second HCP <} Orcer, a query 2iways begins with
5 Ebr.;n.n?ém. ged. i this case (ne
Jw,., -2pproved-teicphons _n_m?ﬁm\ i
4 nn:mu Seed' because s cm E
i) used for chaining and anaiys
22 creale a ‘tree’ o coniacts m;a Em_..”_q..\
: . 7| new potential terrorist associations
! ORISC antharizes <l Lop chaining, - m L
&7 Relioy ity cbsns N 2 MO 3 it Yol (TRHSHNFY The BR FISC Order
| coutnos | “} authcrizes “3-nop chainirg”; howevsr
v / | iis CT's( 1] recommenced praciice o
o, SO A resirict cnaining to two hops. This
* means [hal lelephony identfisrs up o
two hops away from the Sead may be
chaned. Chalning reveals the
: conacts of the icentifier.
L | Y | S
3 D T 2] : DS ...m..‘l.,....)} "o ',uh.hl. ,.l..- f...w.l: o \.y ’ Ly a' .L. oy i Bl b des .2 .... \v *N ‘.L.‘..l.h.\“»om)

Worl s P m) «.LJ.)NJ.‘(}.::P«) T N R A
:”m{ru-\.xr.:(m ?L. Tory J.O .}h_.vm“ y Y oY
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Lesson 1 Shde 6 “Asscciations to establish a RAS nomination’ *

i i it

xmﬂ,n{m?fpmmnm: that the BR _u_uﬁ
Order allows NSA to obtain an
immense amoun: of foreign and US
metadata conainec in the Business
Records. The FISC Order centains
strict guidelines on when this metadata
is allcwed to be acczssed and when it
IS not. It must be associaied with
specific terronst organizations named
in the Order. !t also musl meet 2
stardard that i1s referred to as the
Reasonable Articuiable Suspicion
(RAS) Stancarc. In a nutshell, the
RAS standard recuires that an NSA
5 5 "L anaiyst must be able to pointto a
seed/lelephone selector may be
Reasonabie Articulable Suspicion (RAS) standard - requires that an NSA analyst }! w%%ow_m__mwﬁ”wwqﬁmuﬁmﬁm%momwm listed
must be able to point to a single fact that peints o the faci that a selector may be ] % authorized to conduct analysis on it
associated with a terrerist group listed in the FISC Order before we are

authorized to conduct analysis on it. : Lﬂmrmt\zﬂwém will address the RAS
+ standarc in detail in the next lesson,

Assaciations to sstablisk 3 RAS nominatian

& G - : = "t but for now, understand :hat the fact or
RAS determination - shouid cause a reascnable perscn 1o suspect that the 1.l facts which make up @ RAS
dentifier is associated with one of the terrorist organizations named in the Order. |.| determination should cause &
, reasonable person to suspec: that the
identifier is assoc ated with one of the
terrorist organizations named in the

Order.

LA N AT L NN aa- el ST 1% gt & .
0 ) ol TS Y LY 19 ) A e a oy PR T TN O
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A ﬁ (U/'FEUO) This course is not [
, _ designed 1o take the place of specific %
b . . . | guidance from a Homeland Missicn :
e Legal Disclaimer I8| Coordinator (HMC), the Office of 8
; |71 Cversight & Compliance (SV), or from [ 58
5 This course ﬂ the Office of General Counsel (OGC) &
: {'| The course is designad to enhance 3
. IS NOT designed to take the place of: | IS designed o enhance understanding of: | | your uncerstanding of how to comply A
: { | with the BR FISC Order and to 3
. Homelang Missicn Coordingtor {HMC) 3K ~ISC Order { | understand the RAS standards used in |
QOffice of Oversighl & Comphiance (SV} RAS standards | | concert with BR FISA w
Office of Gereral Counsel (OGC | | (UiIF&He¥ Because, the BR FISC
Order is renewad ..un3<.3m% y BVEry

50-80 days the FISC may change the
authority or place new ,mn:_ncn.:m ina

Renewed approximately every 860-90 days riow FISC Ordér: It is imoartant
I~ | - " i
Contad ycur focal HMC, SV, or CCC for case-spetific guidancs Jndersiand that unigue ocmqm:o:m_

crcumstances may result in @ change
in guidance from this course.
Therefore, if you experience ary
uncertainty (delate) it is always sound
advice to contact your local HMC, m<.
or OGC for case-specific guicance

e,
. )
e
i
|
:
.
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_.mmm03 1- _sqoacoco: to the Business

e Tttt koL AT
= You have now compieted

the .mmwu: nat ciscusses the BR
FISA authanty.

TR

SRR

o e

- o
- T
= ’ﬁ‘ F

o B TEE T AN

mCB Bm_\% FEASHNTS You shoulid now be able
to.
You shou'd now be able to : »  ldentify the purposz cof the BR
% FISA Order - )
Identify the purpose of the BR FISA #] - Recognize the
A roups covered by the

Order BR FISA Order

Dsfine terms relevant to the BR

mm(OQD_Nw the , FISA Order telepnhony
i , metadata, telephony identifier,

groups no<m8o_ E\ the BR FISA —
Order

Define terms relevant to the BR FISA
Order: telephony metadata, telephony
identifier, hops, and Seed

INOE mU

IIIVEGR
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b an 3Lk
] ~r\.. Iv- ' a ..

gg*a:w essan providas a1 overvisw

ik of e Reasonable Ariculzde Suspicion
IRAS) Sizncaid. RAS gulzance s outlined
nan QCC meme. It provees dahinmons
ard desar chn tha Ta__ help <cc

urdersian L 0
Eiﬂ::.lﬁ uncer ihe BR Cour Orda
A ¥ FEASIMNF) Rocall tha: the BR FISA Order lsis el
3 these spoec fic teronist nroups thart are a2

. assodiates with citi

BR FISA course lessons: You can sccoss fne most

" cerrenl BRE Order from ihe links on the Lacal

“l 0003N mC\ﬁ.ﬂﬁm_‘( o!) mﬁmjﬂmﬂﬂ + Readings button in this course. _i.,v.

“FEHSMNESTh2 BR FISA Oreer 2130 swtes
that in order 10 acoess ihe BR 7S

TN,

W— ] ; ~ ._ etadats, NSA Lablish RAS on each
*Define the Reasonable Articuiable Standard (RAS}used te | tebuorihat i ishes o qvery wicun i
" s " rmatadata. Only a Homeland Mission
jusiify a BR FISA metadata search ; Ceore nator {of named Incividua' in the
2 : e s N i o ; ﬁ. OSGJ “Lrw MMA“oﬂ.MpW-_W nr__.(,:__sw__r-. ard
o! L ~ 1 . » ! [ > Ol vIrag
idenzify prohibitions against instinct and hunches in contrast ! _m_sn.hc OTiZh & Soncty o -
M.J mm\r.wm % tna’ a selacior has wccn approvec for RAS

{ arior lo qu ; the BR FISA met ﬁ.
sidentify common sources of infermation used for justifyinga | m»m.w,ﬂs n oe ,_._,m?ﬁ oty dif
w\ym B should be RAS aporoved.

ing

<

»List the comman sources of information on which analvsts TSRS hia 183000 W arable you o;
’ Datire the Razsonable Atic.lable

I i immy + 1 T Standatd (RAS) Lsad 1o fust?y a 2R

rely in making RAS determinations P (i) e |

+ ldentify proakbiions aganst nsunct
and yanchas In centrast to facts

v sl De conion SoUrces o
infermation o which anatysls rely ie
making RAS cetaminatcrs

+  Lisl Ine ten most yplcai scurces of
information or which analysis r2ly i
makrg assessnonts of Roasonaslo
Articulable Suspicion (RAS)

Ty

i
«
¥
3

.., {  Deilved From: NSA/CSSM 1-52 |
. aista J Cated: 20070708
iy - Declessity Qi

X ; T 0 el ol 72 e S AT
TR AN et hom i e !
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A \nmmmoz 2: Reasonable Articulable Suspicion (RAS)

[y

Laesson 2 Slide 2 “Summary of RAS Standarc™
. X R AR AL N b

] -(FSHBUMIFY You will recall from Lesson
“  One that the BR FISA Order is authorized 8
15 because the FISC recognizes there is a m
w counterterrorism inferest in obtaning those [

Summary of RAS Standard
BR FISC Order

business records. However, because NSA
is receiving a greal deal of US person sy
reiephony records, we have strict i
guicelines on whan NSA car: accese the
matadata undar this authority. One of the
requirements s thal in order 10 access the
% metadata, NSA must establish RAS on

<1 each selector prior to querying the BR

«| FISA repositories.

Governmen! may request © use spacific idaniifers lo
quary the meladata or purcases of obtaining foreign
intelligance through contact chaining or |

* teleghone numbers

Lo iRl

A o} ~(TOHOHNFY The BR FISC Order slates
wf that NSA may query speciiic entif.ers
1 N = YRR AL C A e )
“f BN at satisty the RAS standard for
M “a '} purposes of obtaning courtererronsm

47 imeligence

1| ~CFEH#EHMFY-In order o assist in
determining when a selector has satishied
the RAE standard, the CHice of General
Counsel (OGC) has issued 2 RAS Memo
to hzlp Signals Inteligence Direclorate
(SID) personne! make RAS determinztions
on lelephone (dentfiers. The memc

| conains guidelines ihat apply to boin the 8
k- 2R and Pen Regisier and Trap and Trace ;
” (PRITT) FISA Crders,
5 3 ]
. RN L\ ;

rmuu,.ﬂ. ot ot ol P of T St 6 AXS 2T S el e AL L
ST LR | SO Y A A LI BV ALa LV IR Wt ) )



(FSHGUNF) [n orcer to query the BR FISA
metadata, BRF authorized indiicuais may ony
query selectors that have oesn RAS spprovas
ay a Homeland Missicn Coordnator (HMC) (or
sther named officials in the FisA Order). A
HMC determmires, based on the factual and
< practical consicerations of éveryday lifs,
@ reasonsble and prudent parsons acl, whether

> I8 o =__ thers &2 _.a.own_....n_m ariculable
19 s s asgosiaiec wih B
RAS Standard Definition m
m. nse .o & reason: _n._a ..x,crn.c_r pc..ﬂ%.o_, _7;._ !
x te dentifier is associated wiit one of the >
RAS standard *0D:m~.0m.$mﬁnm u wronst grouns fisted in the B8R FISA Croer [ 2] |
¢ T TAS el bie anmy
e (PSHSINEY The RAS must be approved
' rr:z that cause suspicion he ._S_cﬂv 3350 o_mrd . %! BIFORE you can [ 4] use an entfier to cuery
.35 i1 the BR metadata. Anelysts ar nof allowed to
1 use a nunch ar a guess o norminete selectors
E1 for FAS. RAS nominations or requests
*] nominatons must soecify facts thar would
cause s ieasonale person lo form that
» must be approved by the a Homelanc Rission Coordinator or ciner named offical in the iy o g
¢ f Q 3 d
FISC Order before you uge a lelephone number identifier to query the database of records 1] (ieuey The RAS standardis far less thar :
_ . 4] praof by “probable cause” or “a preponderance ;
» 0 hunehes or clesses 6._.&,—_? 5—%::@ of evidence” - 1 merely requires one fact that
v ‘ can dé arbculated whch would cause a
A reasonable person to form & suspicion
I
¥ !
g
: .
pe |
. FOP me.um.u.om.g_ NTHNOFGEN
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Usiie

SFSNEY Sesrching the Business Racoics
metadata is targelng, not analys:s.
Theretore to make &2 RAS cstermnation
: . A - : : GRS IRAT SRR 7 2 R / cther informatcn sources must be used
Lesson 2 Slide 4 "Sources of laformation” (Encl. 3) , for research and anslysis, Remember
e " de o A e ) oo P, n2t the RAS stansard is merely 2 reason
for suspicion thiough one of moe stated
facts, so the standard 15 not as high a
most FISC conten survaitiance
zuthorties

| ~tFSHEMINK) Information used as a basis 10
satisfy the standad often comes frem ane
of the following in-hcuse resources[ 2] :

7| . A published NEA repoit

Unputished SIGINT col zetion # . Unpub ished SIGINT colection whese

I P new ascounts have Seen revealed (anc
. can b2 documentec)

Content znatys:s [

SIGDEY work :

content analysis whera a targsied person 4. Content analysis thal references new

identifiers in orone [NEEEGEGG_—_——
- SEColiectar
Cirect communicaton : 5. SIGDEV work nec o puelished

- o & information or part of 8 target

. NSAtargat xas._ma\-.m daabasses : development a'fost

Direct efectroniz communcalion wath a
idertifier that s already known fo be
associaled with the Foreign Powers
through pnor B/ PRI or olhe
SIGINT rasources

information from NSA targel knowledce

Azubiishac NSA repont

Irformaton obtaines ..«Q..I

belcnaing to ore of the Forzign Powers

¥,

TN O T UM AR TGS\
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Lesson 2 mmam 5 “Sources cf inform

TS ¥ 3 PRTNN,
2 A Mt i 0 B Pt e 35 e xSt A

FEHEHNF) The RAS memo gigo lists cther
sources of information availabe for researching
a RAS. These include but are not limisd to:
Published reports such as:

+ SIGINT reports

» SIiGINT reports

= o s tha 4 . b * nvestigatons by the ClA or FBI =
irvesliganions U& thz CiA or F8! .n « FISA surveillance dais derwved from oiber f R
, 0 authorzed largeis G §-
" <] il 0=t ! ) . -.,.(c
i FISA surveliance data derved fom cther ] . SIGDEV work fisd to pubisred Informaton (S0
suthoized targats % - Other transcrips et
o Sl FSASWINEF Looking at the IC and public secto .mw
+ SIGDEV work tied to published information f.| (oper source) [ 2] sources we use. these b
L incnge: X
= QOther transcripts f + The Federal Bureau of investgation g
.A » The Central Intelligence Agency
Sublishe d rapoms o) = The National Counterterrcrisrn Center
i - S
: Sreliminan; 1nvestgaiions & . I vy
. fo. e
: il Hlald nveiticaiions A « Pubhs records availebio o0 L inemat, AT
{ - i Mews papere of dther public resources| 3] = 8
§ FIRA susve Nanns s
8 : 73
e SIGDEVY work tiad to published isfor
ERTTATIEM  Transcript:
i
|
. ¢
3 ;
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SUMMARY

You should now be able tc:

‘Define the Reasonable Articulabie Standard (RAS) used to
justify a BR FISA metadata search

“ldentify prohibitions aganst instinct and hunches in contrast to
facts

“/dentify common sources of information used for justifying a
RAS

«List the common sources of information on which analysts

rely in making RAS determinations

TOD CSECDETUOOLARAET M MAMAL
ENAT WAL U LITNONIYIIIN L INNT VT

f

summanzng the RAS standard

N

+ Define the Reascnadie Articulable

+ ldentify prohibibors agams! ins

« Idenuty commo

N®Y You should now be able (o

Standard (RAS) «
FISA metadata search

and hunches in contrast o facts

sSQuUrces o
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Lesson 3: First >3m3a3m3 Considerations

A —FSHGHANFF This lessonis a

continuation on the Reasonable

P! | Articulable Suspicion (RAS) standard
. guidelines.

#= RAS determinations are ,.
' | Lesson 3 - First Amendment Considerations | s G e “
. ) ) | canbe ano. using a particuiar .
List some basic protections of US persons selector within the BR metadata, |
. . Another restriction associated with {
provided by the First Amendment of the US RAS s the prohibition of making a
RAS determination based solely on

Constitution. activities protected by the First

Amendment _

- o

. magpore
@

) At the conclusion of this
iesson. you should be able 'o

* Describe the prohibition against using First s LR BEE IS B TS
Amendment protected activities as the sole i by Rl
justification for a RAS involving a US person. Conslitution

+ Describe the prohibition against
using First Amerdment pretected
activities as the sole justification
for RAS involving a US person (as
defined n USSID SPO018)

Berived-From-NSACSSM-1=52-

‘S ka !.:-.-)_I)JV.
iy _ ARFIAL LIRS RTY |




(UNFOYE) The First Amendment of
the US Constitution prehibits Congress
frorn making any laws that wouic
nfringe on the free exercise of:

+ Religion

» Speech

¢ The press

« Peaceable assembly

+ To petition the government for
redress of grievances

Remember the RAS
Memo clerifies the FISC’'s prohibition
of a RAS delermination based sclely
on activities thet are protected by the
First Amendment. This applies when
targeting a US person as defined in
USSID SPQ018 or a person
reasonably believed {0 be located
inside the Unitec States




Business mmn_;

» List five basic protections for US
mc 7\_ _S>_ﬂ,A/,\ persons provided by the First
Amendment of the US ;
il Constituticn w
.\ You should now be able to: « Describe the prohibition against ?
g using First Amendment protected |
activities as the solz2 source of ‘
justification for an dentifier

-List five basic protections for US persons
provided by the First Amendment of the US

Constitution

*Describe the prohibition against using First L
Amendment protected activities as the sole
source of justification for a selector involving a |
US person.
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Business RecopdSiSion /

Lesson 4 Siide 1 “Lesson Oe.mﬁ?om.x
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AFSUSHMNEY In this lesscn we will
examine a Business Records (BR)

s FISA Court (FISC) Order. At the
0% conciusion of this iesson you will te
5 able @ _
m in this lesson we wil examine a Business Records . i ]
AN T e GRS : *loentify SC Crders as NSA's A
_..._ U Awwu FISA Court nw_m(w Order authorization 10 collect telephony ._\u
ot metadata from specified US 4l
£€71 At the conclusian of this lesson you will be able to: SRECOMTIRNCAILN CITOIICE 10 .Ond0r
e to protect against international 3
¢ - - terronsm a2
» Identify BR ~ISC Orders as NSA's authorizstion in A
collect telephony matadata from specified US 8
telecommunicaticn companies in order e protect
against inlerrationzt terrorism
..A . _4
H_ mW Derived Frem: \SACSEM-1-52
A |

O T O A AT

b ot ) o O Ab
NI NI T SN N R T

x

<

o)
@
X




Lesson 4: TheBR Order-
: : #= BR Orders allow NSA to obtain ‘elephonv
metadala rom US islecormmusicaion companies,
compelled o do se under a court order. This FISA
Order requires specified lecommunication provigers
o share business records in the form of tglephany
meladata with the US government.

Dy eg ST

.. Lessond Slide 2“1

"¥har are BR Orders?"

(TSHEWINFY The BR FISA autnority s for coilection cf
tangible things gathered to protect the Urited Stales
against intemationzl terrorism. BR Orders ars

: . renewed approximately every 80-20 days. We will refer
| s .- 806 - 86 days %0 the valid order as the ~ISA BR Crdar

: ) Since *his authonty is concerned only with
metadata and no contant of those communicarong
NEA has a lower burden of proof for targeting an
identifier when compared 0 other FISA authorities.

"What are BR Orders?”

~TFEHEYANE) All that is required s that a seiecior mest
the Reasonablo Articuiabie Suspicion {RAS) standarz
that a selector is associated with a terrorist group
isied i the BR FISA Order. Aili of the usted terrarist

The avthorly Is for colieston of fengibie hings
galherad 3y he FBI to protect the US agansi
Intamational tarroriem,

» Tre RAS stencart requires 2n aodity (o

ariiculate an association wi IR

@o:ﬂ‘mwwn Wit the orsat.

FSUANTTAll identifisrs are approved by an =MC (or
oificial named n the Order) pnor to querying the
authorizec repositories.

¢ SEINES NSA can use dentifizrs, after they have
been approved for RAS, 1o guery the BR metadata for
ccunterterrorism threats o the homeiand. The 8R
Court Order only authorizes contac: chaining aad
Laries within the meizdatz.
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Business Recol

Lesson 4 Slide 3 “Tangibie ?.:mm as only 49...0303 metadata”

= The BR Order clarifies
{ “Tangible Things as only Telephony metadata” ag ble things" to mean an electronic
s copy of telephony metadata (call
records) This includes:
“tangible things" - Comprehensive communications X
routing information including

“w “an eiectronic copy of telephony metadata (caii records). | . Driginating and terminating m
v lelephone number |
! » Comprehensive communicaiions rouling information including. » Internaticnal Mobile
Onginalion and lerminating teiephone number , Subscriber tdentity (IMS
Intemational Mcbile subscriber dentity (IMS!) number | numbe:

« Intematicnal Kcbile siafion Equipm
» The trunk idsntifer
» Telephone calling cerd numbers
» Time and duration of call

ent identity (IMEI) number * International Viodile station
Equipment Identty (IME)
numoer

.mxm:,:.dxai_mc

« Telepnone calling card numbders

e telephony matadela does :n;:u_ca.u the substaniive content of any communication or the name, * Time and duration of call
wn_n 888, cr firancial irformation of 2 subscriber or customer within these

xZI The BR FiSA Crder
__\ states that 707.:::,:.
a does not _:n lude th

| communication or the name, address
| or financial information of a subscriber

_ _ or customer within these The FISA

“ _ Order deliberately restncts access 1o

! only communicatons metadata
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The BR Order

A I SRRy

Lesson 4.

RAS [Reasonable Articulable Suspicion)
Justifies the search of matadaia

* & statement of fact that supports a reasonable
suspicion that the identifier is affiiated with
one of e terrorist groups listed = the BR
FISA Orde

HEHEHINF)-The meladala obtained from
the BR FISA authority 1s usad to establish
connections with terronst o_c&_rmco:m oy
using contac! chan
I usries. These gueries look at
the contacts of known terrorists 10 help
NSA eslablich new connecions ana
G.ﬁm isted in tha

affiliations with amoris:
couri orcer (1 e, the P ,:m.u_, Fowers)

{ISHSHMIF Before searching ihe BR
metadata repository, NSA must establish
RAS on each selecior in order o conduc! a
search within the metadata RASis a
slaterment of fact that suppons &
reasonable suspicon thal the identifier is
affilizted with one of the temorist groups
lisied in the BR FiSA Order. Only
Hameand Nission Coordinetors and
others namec in the BR FISA Order can
make a RAS delerminalion.

FErBHMNF) Remember, the RAS cannot
be solely basad or aclivities which are
protected by the Fist Amendment of the
US Constitution.

L+ SHSHMN- To see sampies of RAS
sialemenis please open the, 'RAS
swatements’ Job A locatad in 11e legai
readings for this course
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B —(FSHSHNF) You should now be able to: .w

. [l  « Identify BR FISC orders as NSA's
i . . . . authorization to collect telephony
| - ldentify BR FISC orders as NSA’s authorization to collect | metaceta from specified US (8
3 ' § < o a telecommun:cation comoanies in
telephony metadata from specified US telecommunication order to protect against |
P companies in order to protect against international kerrione e |
_ terrorism

\, v ES J
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Lesson Objectives

In this lesson we will continue to examine the Business Records (BR)
FISA Court (FISC) Order. At the conclusion of this lesson you will be
able to:

» Distinguish between analysts authorized to query BR FISA
metadata and individuals authorized to receive results of those
qgueries

» |[dentify further limitations on accessing. sharing, disseminating,

and retaining BR FISA metadata

continue (o examine the Business
Records (BR) FISA Court (FISC)
Order. Atthe conclusion of this lesscn |8
you will be able {0 ?

» Distinguish between anaiysts m
authorized to query BR FISA
metadata and individuals
authorized 10 receive results of
those queries

+ ldentify further limitations on
accessing, sharing, disseminating,
and retairing BR FISA metadata
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Acceesing; Snasing, Dissemination..and Re

| B

The BR FISA Query Analyst

The Director of NSA (DIRNEA)
strictly confrois access (¢ and use of
raw BR metadata.

Query access io BR raw metadata
s limited io individuals trained and
designated as BR FISA Quer

Analysts

“The BR Aalyst

T Dk SICA LS S et e 0 ® coe 3V Y racaa

“The BR Analyst”™

I 1Y AT EE M TR DR T A DR b STres TR e s R
mRiw e,

€ N
s
4
3
i
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The BR metadata is authorized to Be | -merramst

stored in two NSA repositories—

FSHSHINF)- The Director of NSA
(DIRNSA] stricly conlrols zccess lo
and use of raw BR metadata

(FE < Query access to BR raw
metzadzata s limited 0 indivicuels
traned and designated as BR FISA
Query Analysts. Tiis is Uie only groun
permilied lo cuery raw BR FISA
ne@adata for contact chaining and
N rurposes The BR
FISA Order Lmi's the number of
individuzis who can be namead :n this
catagory as wali as 10w many £an te
designated as Homeland Mission
Coordinators. There are several other
categories of pecpie who ars
auvthorizad o access the raw metadata
sucn as echnical individuzals anc Dala
Integrity BR FISA Analysts; thcese who
zccass the repositery for the purposs
of ensuring that the dala is compliant.

LA sl

L1 ~+SHSHINF The BR metadatz is
“1 authorized to be stored in we NSA
repositori

BR
Authorizod Query Analysts arc
permiited to query BR raw meadata

tc raceive query resuits.

g e ) N R e g T e

g
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Business Re

Shanng, Dissemnation, and Retention L3332

,..m - - - | I 97 b iS e m 4n
!} Oversight for Access Restrictions . _ﬁL e mchabnge ', b poc
\ |

we'll rertsrate it with more detail

Signals Intelligence '
0_8083? s Office of Oversightand |
Compliance has implemented a series
of auditing controls dasigned to limit k

| access o the BR FISA metadata only .

! 1o those who have been briefed by the i

OGC and those who have completec |

ell of the required training

g Oversight for Access Restrictions

T T

o ¥ When the raw metadatais
accessed in erder to perform a query

\

an automatic audit log is recorded that
. I | incluces |
BR Court order requires logging for auditing purposes: |+ Query request
¢ OC@Q ﬂ@QCmmﬁm a_de:_M”u__Herc address
* User _OG:). + Date and time of the access V
» |P adcress
» Date and time of the access
3 AN J

TN SO T HOMARMAIT I
PRI VAL TN N s
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Lesson §. Accessing, Shaiing, Dissemnation, and Retention LS5S4

o member only a select
4 number of analysts are authenzed to
query the raw metadata

1.
y R
al

[ | -SHSHMNR When distibuting BR
FISA cuery results the distributions are

| which wil be called ‘Sharirg and
| those oulside of NSA which will be

called Cissemination’

~FEHSHNT It is the BR FISA Query
Analyst's resgonsibility to ensure that
the recipient of the query resulits 1s

| approved to receive BR dernved

ﬁ informaton
._...._,'&._ VS
” |
“ itis the 3R FISA Query Analyst's responsibilty fo ensure that the recipient of the guery
| results is approved o receive ER derived information ,
| |
_
| _
|
\
, C L)
/.\ s
2P
?)./zul X HVJ, » -
I e RET//ICOMINT/NOFCRN I R
\1.0/ \.‘,,., ;m..\%/ zku
NP .mrn.. 40.6 Av,_
eQ % W

-~ el s
categorized as Eummmﬂéxw.?.\ .

.
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(U/=©Je) Before we discuss
distribution, 1 is imgoriant to define
query results. So, what are query
resuits?

TTEHGIHNEY A “query result” 1s @ pece

of inferrmation tha: would not have
been knewn, or a statement of fact or
opinion that would not have been
made but for informaticn revealed
following a BR or Pen Register and
I'Tap and Trace (PR/TT) query using &
RAS (Reasonable Arlicuizble
Suspicion) -appreved seleclor.

[fis deqinition includes informaton
in the form in which t appears
immediately followj

PR/TT query, e.g.,

well zg informatio

changed form, e.g., a statement
describing certain links n a
contact chain Summaries derived
from BR chaining arz also query
resulis.

This cefinition makes no
distinction batween minimized and
Jnminimized information
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'y —FFSHBHNEF Sharing of 3R FISA query

— e =

restlis can take piace formally or
informally ard may lake place orally or in
writing. Sharing car even include z phone
call

FEHEHNEY So, wioen de the resinchions
on the sharing of query resulis cease o
aoppy?

AFSHEHMNF The term "guery resull” does
nol govern properdy dissaminated SIGINT
products containing informaton derved
from authorized querics of the BR or
PR/TT metadata

~(~EHEHNF The ferm “query resuli” does
not extend to :dentihers ciscevered as a
result of autharized queries of the B3R or
PR/TT metadata, to the exent those
identifers arc used for tasking purposes
elsewhere. b g., aforeign identifier
discoverac as a result of an authorizec BR
query may be tasked in I 5nd
neither the tasking informalior contained in
o nor the collectior thal resuits
woulc continue 1o require the sharing

resiriciions applicable to BR query “esulis
‘
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~(FSHSHNF The person who is

& sharing a query resui is resoonsidble
. | for ensuring that the recipient is

authorized to receive it. To see your

: . N . ) . current resoonsibility please refer to

F | You are respensible for following current Order’s rules when sharing the job-aid entitled BR FISA Query

u BR FISA query results Anzlyst Responsibilities

SRR LR (-

! +FSHOMNT) Individuals who receive
BR derived infermation {guery results)
must be briefec oy the OGC and nave
current OVSC1800 trzining. They wil
be authorized by SID Office of
QOversight and Compliance SV4 to
receive BR query results Remember
authorization to rece’ve query resuits
does not authorize access o0 BR raw
metadaia

J..)-JO-I.)-J..HJ..:))::;-J..;
PRI A L s IO N



£ e e e

NTINOFOURN

- ~FEHEHNF If any BR FISA derived
m:ms\uzb muﬁoomQtﬁmm ! metadala is to be shared or

1 coordinated beyond the perscnnel wro
dare appreved to receiva it, contact the

Office o' Oversignt and Coempliance or
OGC BEFORE you share!

If any BR FISA derived metadata is to be shared or
coordinated beyond ths personnel who are approved to
receive it, contact the Office of Oversight and Compliance or
the Office of General Counsel BEFORE you share!
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Dissemination Procedures

The Court Ordered procedures for disseminations of
query results apply from USSID SP0018. In addition,
there are a couple of unique requirements:

1. Chief S12 or the NSOC SOO (or one of the three other
named positions in the BR FISA Order) must approve
the dissemination of US person information

2. Any US person information disseminated must be for a
counterterrorism purpose and necessary to understand
the counterterrorism information or assess its
importance.

TOD SN TUAOLMIALTIHIMMOE ST
SN VRNV F NI LIS A ae

| FS4#SHMF The court-orderad

minimization procedures for BR FISA
disseminations differ from NSA's
stendard USSID SPQ018 procedures
in the folowing key aspects

1. The Chief of $12 (or approvec
officials named in the court order’
or the National Security
Operations Center Senior
QOperations Officer (NSOC SO0)
must approve the disseminaton of
US person information. (please
refer to the glossary for a definiticn
of dissemination

.Dissemination of US person
nformation must be for a
countertarrornsm pJurpose anc on Y
if necessary o uncerstand of
assess the counternerrorism
purpose This applies to both BR
FISA Query analysts and
individuais wno have received
query resuits

N

Further all disseminations must
be reporied in a weekly report to
the =ISC

w




Retention

Retention of raw metadata. chein summaries, and query results is limited to 5 years

.

»Retention of raw
metadala, chain summarnes, and
query results s hmited to 5 years.

{FSHEHMEY This applies to al
repositories holding BR FISA
metadata

TR OO T O A RNLT IR S MM
PO VU IOV L TN Ui
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Lesson Summary M
[*] |
ﬁ _
i |
‘ “ + Distinguish between
i u analysts authorized to
v m ; query BR FISA metadata 3
3 b !

¥ | You should now be able to: Bk |

aut

results of those queries
« ldentify further imitations
» Distinguish between analysts authorized to query o acsenbird; Sbriy
e v . . » , disseminaung, anc
BR FISA metadata and individuals authorized to retaining BR FISA
. 5 metadata
| receive results of those queries o
 |dentify further limitations on accessing, sharing,
disseminating, and retaining BR FISA metadata
w _
_
| |
N \_k N >
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ission Coordinators:

DL S2i41_HMC (ALIAS) S2i5

Cversight
SV4

and Compliance:
DL_SV42

General Counsel:

B

LR RS,

B

E4SIHNE) 1T you have not already
done so, please rzad the ER Order
and RAS Memo located in the Lega!
Readings icon  Then proceed to the
Final Exam to take the test. After you
nave completad the test, to gain
access 0 ihe meladata. SV4 will need
{o review and apgrove your access

(UIFOUO) As always. itis important
to remember that your Homelanc
Mission Coordinater, Qvarsight and
Comgpliance and the Office of Genera
Counse! are avalable o answer any
specific questions you may have
relating to these authorites.
Remember that this 1s the BR =ISA
course and does not replacs training
on other FISA authorities
Heie are some contacls.
Homeland Mission Coordinators:
DL 82141 HMC (ALIAS) S2I5
Oversigint and Compliance:
SvV4 DL_SVv42
Ceneral Counse':

‘gc gc' or

vy
~

. _{‘ﬁ:"-!" S

e

o
* .
o ¥

g 0y

&

e
o
-

XS






