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Wisdom begins with the definition of terms
-- Socrates

2X The counterintelligence and human intelligence advisor to the C/J/G/S-2. Denotes the 2X positions at
all echelons. The 2X staff conducts technical control and oversight for all counterintelligence and human
intelligence entities with[in] their operational purview. It coordinates, de-conflicts, and synchronizes all
counterintelligence and human intelligence activities at each level of command. (Army FM 2-22.2,
Counterintelligence, Oct 2009) Also see J2X.

-- Also, the manager of the counterintelligence and human intelligence missions at various levels of
DoD structure, including joint, command, service, and task force. The 2X structure includes the
Counterintelligence Coordinating Authority (CICA) and the Human Intelligence Operations Center (HOC).
(AR 381-20, Army CI Program (U), 25 May 2010)

811 Referral. See Section 811 Referral.

A-Space. An abbreviation for Analytical Space. A virtual work environment that provides analyst from
across the Intelligence Community a common platform to do their research and analysis and to easily
connect with colleagues working the same or similar issues to collaboratively achieve common mission
objectives. (Intellipedia; accessed 22 Oct 2010) Also see J-Space.

Abort. To terminate a mission for any reason other than enemy action. It may occur at any point after
the beginning of the mission and prior to its completion. (JP 1-02)*

This unclassified glossary is periodically updated. Recommended changes, corrections, and/or additions are
encouraged. For recommended additions provide a source for the definition.

Editor: COL Mark L. Reagan (USA Ret), Special Advisor, Office of Counterintelligence (DXC), Defense
Counterintelligence and Human Intelligence Center (DCHC), Defense Intelligence Agency.
Contact Information: mark.reagan@dodiis.mil, 703-699-7661 or VolP 982-8844.

* Joint Publication 1-02, DoD Dictionary of Military and Associated Terms (JP 1-02), as amended. Available online at:
<http://www.dtic.mil/doctrine/dod_dictionary/> -- Also online at: <https: //jdeis.js.mil>
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Abduction. [One of the four basic types of reasoning applied to intelligence analysis,] it is the process of
generating a novel hypothesis to explain given evidence that does not readily suggest a familiar
explanation. (DIA, Intelligence Essentials for Everyone, June 1999) Also see deduction; induction;
scientific method.

For additional information see Knowledge Management in the Intelligence Enterprise by Edward
Waltz (2003) and Critical Thinking and Intelligence Analysis by David T. Moore, JMIC Press (2006).

Access. In counterintelligence and intelligence use: 1) A way or means of approach to identify a target; 2)
Exploitable proximity to or ability to approach an individual, facility, or information that enables target to
carry out the intended mission. (JP 1-02 and JP 2-01.2, Cl & HUMINT in Joint Operations, 11 Mar 2011)

-- Also, the ability and opportunity to obtain knowledge of classified sensitive information or to be in a
place where one could expect to gain such knowledge. (Counterintelligence Community Lexicon, June
2000, hereinafter referred to as CI Community Lexicon)

-- Also, the ability or opportunity to obtain knowledge of classified or sensitive information.
(IC Standard 700-1, 4 Apr 2008)

-- Also, the ability and opportunity to obtain knowledge of classified information. (DoD 5200.1-R,
Information Security Program, Jan 1997)

Access generally refers to the ability of a human source (either Cl or HUMINT) or an operational
asset to perform a specific operational task within the limits of acceptable risk.

Access Agent. An individual used to acquire information on an otherwise inaccessible target. (Human
Derived Information Lexicon Terms and Definitions for HUMINT, Counterintelligence, and Related
Activities, April 2008, hereinafter referred to as HDI Lexicon) Also see agent.

-- Also, an agent whose relationship or potential relationship with a foreign intelligence personality
allows him or her to serve as a channel for the introduction of another controlled agent for the purpose of
recruitment of the target. (AFOSI Manual 71-142, 9 Jun 2000)

-- Also, a person who facilitates contact with a target individual or entry into a facility. (Spycraft: The
Secret History of the CIA’s Spytechs from Communism to Al-Qaeda, 2008; hereinafter referred to as
Spycraft)

Accommodation Address. An address for a person or organization that does not occupy the premises.
(HDI Lexicon, April 2008)

-- Also, an address where regular posted mail, or sometimes another type of communication, is
received and then held for pickup or forwarded, transmitted, or relayed to a member of a intelligence
service who does not occupy the premises. Sometimes called a mail drop, live letterbox, or cutout.
(AFOSI Manual 71-142, 9 Jun 2000 and Spy Book -- The Encyclopedia of Espionage, 2002, hereinafter
referred to as Spy Book)

-- Also, an address with no obvious connection to an intelligence agency, used for receiving mail
containing sensitive material or information (Spycraft)

Acknowledged SAP. A SAP [Special Access Program] whose existence is acknowledged but its specific
details (technologies, materials, techniques, etc.) are classified as specified in the applicable security
classification guide. (DoDD 5205.07, SAP Policy, 1 July 2010)
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Acquisition Systems Protection (ASP). The safeguarding of defense systems anywhere in the acquisition
process as defined in DoD Directive 5000.1, the defense technologies being developed that could lead to
weapon or defense systems, and defense research data. ASP integrates all security disciplines, counter-
intelligence, and other defensive methods to deny foreign collection efforts and prevent unauthorized
disclosure to deliver to our force uncompromised combat effectiveness over the life expectancy of the
system. (DoD 5200.1-M, Acquisition Systems Protection Program, Mar 1994)

Actionable Intelligence. Intelligence information that is directly useful to customers for immediate
exploitation without having to go through the full intelligence production process. (ICS Glossary and
JP 2-01.2, CI & HUMINT in Joint Operations, 11 Mar 2011)

Ad-Hoc Requirement (AHR). A HUMINT collection requirement with a limited emphasis, based on time or
other requirements. (Defense HUMINT Enterprise Manual 3301.02, Vol Il Collection Operations, 23 Nov
2010)

-- Also, an intelligence need that was not addressed in [a] standing tasking. (National HUMINT
Glossary)

Adaptive Planning (AP). The joint capability to create and revise plans rapidly and systematically, as
circumstances require. (JP 5-0, Joint Operation Planning, 26 Dec 2006) See APEX below.

Adaptive Planning is the DoD initiative to change the overarching process, transforming the way we
plan and execute joint operations. Also see Intelligence Planning.

Adaptive Planning and Execution (APEX). Department level system of joint policies, process, procedures
and reporting structures, supported by communications and information technology that is used by the
joint planning and execution community to monitor, plan, and execute mobilization, deployment,
employment sustainment, redeployment, and demobilization activities associated with joint operations.
Governs the planning and execution of Joint operations consistent with the AP [Adaptive Planning] vision.
These departmental level policies and procedures will be documents in CJCSMs and will constitute the
successor to the Joint Operations Planning and Execution CJCSMs currently in effect. (Adaptive Planning
Roadmap II, 5 Mar 2008)

Administrative Control (ADCON). Direction or exercise of authority over subordinate or other
organizations in respect to administration and support, including organization of Service forces, control of
resources and equipment, personnel management, unit logistics, individual and unit training, readiness,
mobilization, demobilization, discipline, and other matters not included in the operational missions of the
subordinate or other organizations. (JP 1-02)

Advanced Persistent Threat (APT). An extremely proficient, patient, determined, and capable adversary,
including two or more of such adversaries working together. (DoDI 5205.13, Defense Industrial Base
Cyber Security/Information Assurance Activities, 29 Jan 2010)

-- Also, [in computer security usage] cyber attacks mounted by organizational teams that have deep
resources, advanced penetration skills, specific target profiles and are remarkably persistent in their
efforts. They tend to use sophisticated custom malware that can circumvent most defenses, stealthy
tactics and demonstrate good situational awareness by evaluating defenders responses and escalating
their attack techniques accordingly. (<www.hackingtheuniverse.com/infosec/isnews/advanced-persistent-
threat>, accessed 5 Jan 2010)

The technological (cyber) APT has been used by actors in many nations as a means to gather
intelligence on individuals, and groups of individuals of interest. Also see information at:

-- <http://www.businessweek.com/magazine/content/08 16/b4080032220668.htm >

-- <http://www.prometheus-group.com/blogs/36-web-security/152-anatomy-of-apt.html>

-- <http://en.wikipedia.org/wiki/GhostNet>
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Adverse Information. Any information that adversely reflects on the integrity or character of a cleared
employee, that suggests that his or her ability to safeguard classified information may be impaired, or that
his or her access to classified information clearly may not be in the interest of national security. (DoD
Manual 5220.22-M, 28 Feb 2006)

Adversary. Any individual, group, organization, or government that conducts or has the intent and
capability to conduct activities detrimental to the US Government or its assets. Adversaries may include
intelligence services, political or terrorist groups, criminals, and private interests. (Cl Community Lexicon)

-- Also, an individual, group, organization, or government that must be denied essential information.
(DoD Manual 5200.1-M, Acquisition Systems Protection Program, Mar 1994)

-- Also, a party acknowledged as potentially hostile to a friendly party and against which the use of
force may be envisaged. (JP 1-02 & JP 3-0)

Advisory Tasking. A term used in collection management to refer to collection notices that are
discretionary rather than directive in nature, with the receiving agency determining whether the
requirement is relevant to the mission of the agency and whether the agency has the resources to collect
against it. (AR 381-20, Army CI Program, 25 May 2010)

Agent. In intelligence usage, one who is authorized and trained to obtain or to assist in obtaining
information for intelligence or counterintelligence purposes. (JP 1-02) Also see agent of influence; agent
of a foreign entity; asset; foreign intelligence agent.

-- Also, a person who engages in clandestine intelligence activities under the direction of an
intelligence organization, but is not an officer, employee, or co-opted worker of that organization.
(National HUMINT Glossary)

-- Also, 1) A person who engages in clandestine intelligence activity under the direction of an
intelligence organization but who is not an officer, employee, or co-opted worker of that organization; 2)
An individual who acts under the direction of an intelligence agency or security service to obtain, or assist
in obtaining, information for intelligence or counterintelligence proposes; [and] 3) One who is authorized
or instructed to obtain or assist in obtaining information for intelligence or counterintelligence purposes.
(ICS Glossary)

Typically, the aim of an espionage operation is to recruit an agent [emphasis added], usually a

foreign person, to carry out the actual spying. The person who targets, recruits, trains, and runs the

agent is, in American parlance, the ‘case officer.’

-- Arthur S. Hulnick, “Espionage: Does It Have a Future in the 21 Century?” The Brown Journal of World
Affairs; v XI: n 1 (2004).

Espionage is one of the toughest games played. An agent in the right place
is hard to find, but when he is found he should be regarded as a pearl beyond price.
-- David Nelligan, The Spy in the Castle (1968)

Agent of Influence. An agent of some stature who uses his or her position to influence public opinion or
decision making to produce results beneficial to the country whose intelligence service operates the
agent. (AFOSI Manual 71-142, 9 Jun 2000) [Originally a Soviet term]

-- Also, a person who is directed by an intelligence organization to use his position to influence public
opinion or decision-making in a manner that will advance the objective of the country for which that
organization operates. (ICS Glossary)
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-- Also, an individual who acts in the interest of an adversary without open declaration of allegiance
and attempts top exec rise influence covertly, but is not necessarily gathering intelligence or
compromising classified material, is known as an agent of influence. (Historical Dictionary of Cold War
Counterintelligence, 2007)

-- Also, an agent operating under intelligence instructions who uses his official or public position, and
other means, to exert influence on policy, public opinion, the course of particular events, the activity of
political organizations and state agencies in target countries. (KGB Lexicon: The Soviet Intelligence
Officer's Handbook, edited by KGB archivist Vasiliy Mitrokhin, 2002).

Agent of a Foreign Entity. A person who engages in intelligence activities under the covert direction of a
foreign intelligence or security entity, but is not an officer, employee, or co-opted worker of that entity.
(ONCIX Analytic Chiefs Working Group Definition, Jan 2011) Also see agent; asset.

Agent Handler. An intelligence officer or co-opted worker directly responsible for the operational activities
of an agent. Also see case officer.

-- Also, an officer or principal agent who directly manages an agent or agent network. (National
HUMINT Glossary)

Agent Net. An intelligence gathering unit of agents supervised by a principal agent who is operating
under the direction of an intelligence officer. An agent net can be operative in either the legal or illegal
field. (ICS Glossary)

-- Also, an organization for clandestine purposes that operates under the direction of a principal
agent. (JP 1-02) Note: Pending removal from JP1-02 per JP 2-01.2, 16 Mar 2011.

Air Force Office of Special Investigations (AFOSI). U.S. Air Force element responsible for providing
professional investigative service to commanders of all Air Force activities. AFOSI identifies, investigates
and neutralizes criminal, terrorist, and espionage threats to Air Force and Department of Defense
personnel and resources. (www.osi.andrews.af.mil)

All-Source. Intelligence product or analysis that uses all the sources of intelligence available to come to a
conclusion, instead of just relying on one primary source. May also be referred to as multi-INT reporting.
(National Intelligence: A Consumer’s Guide - 2009) See all-source analysis; all-source intelligence.

All-Source Analysis. An intelligence activity involving the integration, evaluation, and interpretation of
information from all available data sources and types, to include human intelligence, signals intelligence,
geospatial intelligence, measurement & signature intelligence, and open source intelligence. (DoDD
5240.01, DoD Intelligence Activities, 27 Aug 2007) Also see analysis; analysis and production;
counterintelligence analysis.

All-source analysis can transform raw intelligence, data, and information into knowledge and
understanding.

Integrated all-source analysis should also inform and shape strategies to collect more
intelligence.... The importance of integrated, all-source analysis cannot be overstated. Without it, it

is not possible to “connect the dots.”
-- Final Report of the National Commission on Terrorist Attacks Upon the United States (2004)

All-Source Intelligence. 1) Intelligence products and/or organizations and activities that incorporate all
sources of information, most frequently including human resources intelligence, imagery intelligence,
measurement and signature intelligence, signals intelligence, and open-source data in the production of
finished intelligence. 2) In intelligence collection, a phrase that indicates that in the satisfaction of
intelligence requirements, all collection, processing, exploitation, and reporting systems and resources
are identified for possible use and those most capable are tasked. (JP 2-0, Joint Intelligence)
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-- Also, intelligence product or analysis that uses all the sources of intelligence available to come to a
conclusion, instead of just relying on one primary source. This may also be referred to as multi-INT
reporting. (National Intelligence: A Consumer’s Guide - 2009)

-- Also, the intelligence discipline concerned with all-source products and the processes used to
produce them. (Army FM 2-0, Intelligence 23 Mar 2010)

Alliance. The relationship that results from a formal agreement (e.g., treaty) between two or more nations
for broad, long-term objectives that further the common interests of the members. (JP 1-02 & JP 3-0)

Alias. An alternative name, used for cover purposes. (Defense HUMINT Enterprise Manual 3301.002,
Vol Il, Collection Operations, 23 Nov 2010)

-- Also, a false name. (National HUMINT Glossary)

-- Also, a false name assumed by an individual for a specific and often temporary purpose, i.e., to
conceal a true identity from persons or organizations with whom he or she is in contact. Also called a
pseudonym or cover name. (AFOSI Manual 71-142, 9 Jun 2000)

Alternative Compensatory Control Measures (ACCM). Measures designed to safeguard sensitive
intelligence and operations when normal security measures are either not sufficient to achieve strict
controls over access to information, but where strict SAP [Special Access Program] access controls are
either not required or are too stringent. (AR 381-20, Army CI Program, 25 May 2010)

Ambassador. Diplomatic official of the highest rank who is accredited to a foreign sovereign or
government, or to an international organization, as the resident representative of the sending government
or appointed for a specific diplomatic assignment. (Department of State) Also see Chief of Mission.

A U.S. ambassador serving abroad symbolizes the sovereignty of the United States and serves as
the personal representative of the President of the United States. Ambassadorial duties include
negotiating agreements, reporting on political, economic and social conditions, advising on policy
options, protecting American interests, and coordinating the activities of all U.S. Government
agencies and personnel in the country.

Analysis. [In intelligence usage] a process in the production of intelligence in which intelligence
information is subjected to systematic examination in order to identify significant facts and derive
conclusions. (CIA, A Consumer’s Guide to Intelligence, July 1995) Also see analysis and production;
all-source analysis; counterintelligence analysis.

-- Also, the process by which collected information is evaluated and integrated with existing
information to produce intelligence that describes the current—and attempts to predict the future—impact
of the threat, terrain and weather, and civil considerations on operations. (Army FM 2-0, Intelligence, 23
Mar 2010)

Analysis is the thinking part of the intelligence process
-- James B. Bruce and Roger Z. George

Analysis is the process by which people transform information into intelligence. It includes
integrating, evaluating, and analyzing all available data -- which is often fragmented and even
contradictory -- and preparing intelligence products.

Former DCI Richard Helms noted that despite all the attention focused on the operational
(collection) side of intelligence, analysis is the core of the process to inform decision makers.

It is not enough, of course, simply to collect information.
Thoughtful analysis is vital to sound decisionmaking.
-- President Ronald Reagan (4 Dec 1981)
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It is of the highest importance in the art of detection to be able to recognize,
out of a number of facts, which are incidental and which are vital.
-- Sherlock Holmes
From A. Conan Doyle’s “The Reigate Squire” June 1893
(M. Hardwick, The Complete Guide to Sherlock Holmes, 1986, pp. 86-87)

“Intelligence analysts select and filter information; they interpret the resultant evidence, put it into
context, and tailor it to meet... customers’ needs. In short, analysts and analysts only, create
intelligence.”

-- David T. Moore, “Species of Competencies for Intelligence,” American Intelligence Journal (2005)

Analysis must do more than just describe what is happening and why; it must identify a range of
opportunities... Analysis is the key to making sense of the data and finding opportunities to take
action.

-- DNI 2006 Annual Report of the US Intelligence Community (Feb 2007)

The primary purpose of analytic effort is “sensemaking” and understanding, not producing reports;
the objective of analysis is to provide information in a meaningful context, not individual factoids.
-- Jeffrey R, Cooper, Curing Analytical Pathologies, Center for the Study of Intelligence (Dec 2005), p. 42

Intelligence analysis is inherently an intellectual activity
that requires knowledge, judgment, and a degree of intuition.

Selected references for intelligence analysis:

Richard J. Heur, Jr, Psychology of Intelligence Analysis (Washington, DC: Center for the Study of
Intelligence, Central Intelligence Agency, 1999). Copy available online at:
<http://www.archive.org/details/PsychologyOfintelligenceAnalysis> Also at: <https://www.cia.gov/library/center-
for-the-study-of-intelligence/csi-publications/books-and-monographs/psychology-of-intelligence-
analysis/index.html>

Roger Z. George and James B. Bruce, eds., Analyzing Intelligence: Origins, Obstacles, and
Innovation (Washington, DC: Georgetown University Press, 2008)

Robert M. Clark, Intelligence Analysis: A Target-Centric Approach, rev. ed. (Washington, DC: CQ
Press, 2007)

David A. Schum, Evidence and Inference for the Intelligence Analyst (Lanham, MD: University
Press of America, 1987)

Morgan Jones, The Thinker’s Toolkit: 14 Powerful Techniques for Problem Solving, rev. ed. (New
York: Three Rivers Press, 1998)

Robert S. Sinclair, Thinking and Writing: Cognitive Science and Intelligence Analysis, revised
edition (Washington, DC: Center for the Study of Intelligence, Central Intelligence Agency, 2010).
Copy available at: <https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/books-and-
monographs/thinking-and-writing.html>

A Tradecraft Primer: Structured Analytical Techniques for Improving Intelligence Analysis

(Washington, DC: U.S. Government, 2009). Copy available online at:
<https://www.cia.gov/library/publications/publications-rss-updates/tradecraft-primer-may-4-2009.htm|>

A Compendium of Analytic Tradecraft Notes, Volume |, Notes 1-10, reprinted (Washington, DC:
Central Intelligence Agency, 1997). Copy available online at:
<http://www.au.af.mil/au/awc/awcgate/cia/tradecraft_notes/contents.htm>

Also see The Sherman Kent Center for Intelligence Analysis Occasional Papers, available online at:
<https://www.cia.gov/library/kent-center-occasional-papers/index.htm|>

Analysts are the voice of the Intelligence Community
-- WMD Report (31 Mar 2005), p. 388

Analysts must absorb information with the thoroughness of historians,
organize it with the skill of librarians, and disseminate it with the zeal of journalists.

--TRADOC Pam 525-2-1, US Army Functional Concept for Intelligence 2016-2028, 13 Oct 2010; p. 66
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Analysis and Production. In intelligence usage, the conversion of processed information into intelligence
through the integration, evaluation, analysis, and interpretation of all source data and the preparation of
intelligence products in support of known or anticipated user requirements. (JP 1-02 and JP 2-01) Also
see analysis; all-source analysis; counterintelligence analysis.

-- Also, the ability to integrate, evaluate, and interpret information from available sources and develop
intelligence products that enable situational awareness. (Joint Capability Areas Taxonomy & Lexicon, 15
Jan 2008)

Analysis of Competing Hypothesis (ACH). Identification of alternate explanations (hypothesis) and
evaluation of all evidence that will disconfirm rather that confirm hypotheses. (CIA, A Tradecraft Primer:
Structured Analytical Techniques for Improving Intelligence Analysis, June 2005)

ACH a highly effective technique when there is a large amount of data to absorb and evaluate. It
is particular appropriate for controversial issues when analysts want to develop a clear record that
shows what theories they have considered and how they arrived at their judgments.

Analysis Report. A type of DoD CI analytical product prepared IAW DoDI 5240.18; it may require in-
depth study and research, but generally is not as involved as an assessment. (DoDI 5240.18, Cl Analysis
& Production, 17 Nov 2009). Also see Counterintelligence Analytical Product.

Analytic Tradecraft. The practiced skill of applying learned techniques and methodologies appropriate to
an issue to mitigate, gain insight, and provide persuasive understanding of the issue to members of the
U.S. Government and its allies. (DIA, A Tradecraft Primer: Basic Structured Analytic Techniques, March
2008).

Note: The source document (First Edition) cited above is no longer available online. The current
version: Tradecraft Primer: Structured Analytic Techniques, 3" Edition (3 March 2010) is now
Defense Intelligence Reference Document, Analytic Methodologies, DIA-01-1003-001A, and is
controlled as UNCLASSIFIED//FOR OFFICIAL USE ONLY.

Anomalies. Foreign power activity or knowledge, inconsistent with the expected norms that suggest prior
foreign knowledge of US national security information, processes or capabilities. (DoDD 0-5240.02, Cl,
20 Dec 2007)

-- Also, irregular or unusual activities that may cue the analyst on the existence of FISS and ITO
[international terrorist organizations] activity. (Army FM 2-22.2, Cl, Oct 2009)

Anomalous Activity: Irregular or unusual deviations from what is usual, normal, or expected; activity
inconsistent with the expected norm.

-- Also, [in DoD cyber usage] network activities that are inconsistent with the expected norms that
may suggest FIE [Foreign Intelligence Entity] exploitation of cyber vulnerabilities or prior knowledge of
U.S. national security information, processes, or capabilities. (DoDI S-5240.23, CI Activities in
Cyberspace, 13 Dec 2010)

Anomaly-based Detection. The process of comparing definitions of what activity is considered normal
against observed events to identify significant deviations. (NIST Special Publication 800-94, Feb 2007)

Antiterrorism (AT). Defensive measures used to reduce the vulnerability of individuals and property to
terrorist acts, to include limited response and containment by local military and civilian forces. (JP 1-02)

Apportionment. In the general sense, distribution for planning of limited resources among competing
requirements. (JP 1-02 and JP 3-0)
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Apprehension. The taking of a person into custody or the military equivalent of “arrest.” Under Rule 304,
Manual for Courts Martial (MCM), the restraint of a person by oral or written order directing him to remain
within specified limits. (AR 381-20, Army CI Program, 25 May 2010)

Armed Forces Courier Service. A joint service of the Departments of the Army, the Navy, and the Air
Force, with the Chief of Staff, US Army, as Executive Agent. The courier service provides one of the
available methods for the secure and expeditious transmission of material requiring protected handling by
military courier. (JP 1-02)

Assassination. The murder or attempted murder of DoD personnel for political or retaliatory reasons by
international terrorists or agents of a foreign power. (AR 381-20, Army Cl Program, 25 May 2010)

-- Also, to murder (usually a prominent person) by a sudden and/or secret attack, often for political
reasons. (Wikipedia, accessed 15 Feb 2010)

“[We] did everything from plotting ways to poison the capital’s
water systems to drawing up assassination plans for US leaders.”
-- Oleg Kalugin, Former Major General in the KGB
as cited in Andrew & Mitrokhin, The Mitrokhin Archive (1999)
Unquestionably the most neglected aspect of U.S. counterintelligence. EO 12333 specifically
provides that “Counterintelligence means information gathered and activities conducted to identify,
deceive, exploit, disrupt, or protect against... assassinations [emphasis added] conducted for or
on behalf of foreign powers, organizations, or persons, or their agents, or international terrorist
organizations or activities.”

The word assassin is derived from the word Hashshashin (Arabic: u:itis, hashshashiyin, also
Hashishin, Hashashiyyin, or Assassins). It referred to the Nizari branch of the Isma"lt Shia founded
by the Persian Hassan as-Sabbah during the Middle Ages. They were active in Iran from the 8th to
the 14th centuries, and also controlled the castle of Masyaf in Syria. The group killed members of
the Muslim Abbasid, Seljug, and Christian Crusader élite for political and religious reasons.

The important thing to know about any assassination or an attempted
assassination is not who fired the shot, but who paid for the bullet.
-- Eric Ambler, A Coffin for Dimitrios (1939)

Assessment. A type of DoD CI analytical product prepared IAW DoDI 5240.18; it requires in-depth study
and research. (DoDI 5240.18, Cl Analysis & Production, 17 Nov 2009). Also see Counterintelligence
Analytical Product.

-- Also, [in intelligence usage,] 1) analysis of the security, effectiveness, and potential of an existing or
planned intelligence activity; or 2) judgment of the motive s, qualifications, and characteristics of present
or prospective employees or “agents.” (JP 1-02)

-- Also, [in intelligence usage], appraisal of the worth of an intelligence activity, source, information, or
product in terms of its contribution to a specific goal, or the credibility, reliability, pertinence, accuracy, or
usefulness of information in terms of an intelligence need. (National HUMINT Glossary)

Assessment--within the human source environment...

“A process of getting to know and understand people and describing them.”
-- Robert R. Holt, Assessing Personality (1971)

Effective assessment of human beings is an art

Asset. [In intelligence usage,] any resource--person, group, relationship, instrument, installation, or
supply--at the disposition of an intelligence organization for use in an operational or support role. Often
used with a qualifying term such as agent asset or propaganda asset. (JP 1-02 and JP 2-0) Also see
agent; foreign intelligence agent; source.
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-- Also, [in human source operations] a recruited source. (Defense HUMINT Enterprise Manual
3301.002, Vol Il Collection Operations, 23 Nov 2010)

-- Also, [in defense infrastructure usage] a distinguishable entity that provides a service or capability.
Assets are people, physical entities, or information located either within or outside the United States and
employed, owned or operated by domestic, foreign, public, or private sector organization. (DoDD
3020.40, Critical Infrastructure, 14 Jan 2010)

Asset Validation. In intelligence use, the process used to determine the asset authenticity, reliability,
utility, suitability, and degree of control the case officer or others have. (JP 2-01.2, Cl & HUMINT in Joint
Operations, 11 Mar 2011) Also see Source Validation.

-- Also, the process used to determine the asset authenticity, reliability, utility, suitability, and degree
of control the case officer or others have. This process continues through the life of the relationship. It
may be more or less formal depending on the sensitivity of the relationship and the nature of the source.
For clandestine sources, particularly foreign nationals, the process is usually formal and revalidation is
required on a periodic basis. Whether or not it is conducted formally, it must be a well-planned and
thought out activity. (DoD CI Collection IWG Handbook, TTP for ClI Collection, Collection Management,
and Collection Operations, 8 Aug 2006)

For any organization that collects human intelligence, having an independent
system for asset validation is critical to producing reliable, well-vetted intelligence.
-- WMD Report (31 Mar 2005), p. 455

See DoDI S-3325.07, Guidance for the Conduct of DoD Human Source Validation (U) and
National HUMINT Manager Directive 001.008, HUMINT Source Validation.

Assign. 1) To place units or personnel in an organization when such placement is relatively permanent,
and/or where such organization controls and administers the units or personnel for the primary function,
or greater portion of the functions, of the unit or personnel; or 2) To detail individuals to specific duties or
functions where such duties or functions are primary and/or relatively permanent. (JP 5-0, Joint Planning,
26 Dec 2006) Also see attach.

Assumption. A supposition on the current situation or a presupposition on the future course of events,
either or both assumed to be true in the absence of positive proof, necessary to enable the commander in
the process of planning to complete an estimate of the situation and make a decision on the course of
action. (JP 1-02)

Asymmetric Threat. An adversary strength that can be used against a friendly vulnerability. An adversary
may pursue an asymmetric advantage on the tactical or strategic level by identifying key vulnerabilities
and devising asymmetric concepts and capabilities to strike or exploit them. To complicate matters, our
adversaries may pursue a combination of asymmetries. (USD/I Taking Stock of Defense Intelligence
Report, 22 Jan 2004)

-- Also, a broad and unpredictable spectrum of military, paramilitary, and information operations,
conducted by nations, organizations, or individuals or by indigenous or surrogate forces under their
control, specifically targeting weaknesses and vulnerabilities within an enemy government or armed force.
(Source: Michael L. Kolodzie, USA)

Attach. 1) The placement of units or personnel in an organization when such placement is relatively
temporary; or 2) The detailing of individuals to specific duties or functions where such functions are
secondary or relatively temporary, e.g., attached for quarters and rations; attached for flying duty. (JP 5-0,
Joint Planning, 26 Dec 2006) Also see assign.

Attaché. A diplomatic official or military officer attached to an embassy or legation, especially in a
technical capacity. Also see Senior Defense Official / Defense Attaché (SDO/DATT).
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Authenticate. A challenge given by voice or electrical means to attest to the authenticity of a message or
transmission. (JP 1-02)

Authentication. 1) A security measure designed to protect a communications system against acceptance
of a fraudulent transmission or simulation by establishing the validity of a transmission, message, or
originator; 2) A means of identifying individuals and verifying their eligibility to receive specific categories
of information; 3) Evidence by proper signature or seal that a document is genuine and official; and 4) In
personnel recovery missions, the process whereby the identity of an isolated person is confirmed.

(JP 1-02 & JP 3-50)

Authenticator. A symbol or group of symbols, or a series of bits, selected or derived in a prearranged
manner and usually inserted at a predetermined point within a message or transmission for the purpose
of attesting to the validity of the message or transmission. (JP 1-02)

Background Investigation (Bl). An official inquiry into the activities of a person designed to develop
information from a review of records, interviews of the subject, and interviews of people having
knowledge of the subject. (IC Standard 700-1, 4 Apr 2008)

Backstop. The arrangement made by documentary or oral means to support a cover story so that
inquiries about it will elicit responses indicating the story is true. (ICS Glossary & AFOSI Manual 71-142, 9
Jun 2000)

-- Also, to make arrangements made through documentary, oral, technical, fiscal, legal, or other
means to support covers (both individual and organizational). A backstopped cover provides sufficient
documentation to protect an identity in the immediate area or circumstance and in primary U.S.
Government and commercial information systems. A backstopped cover is constructed to withstand
routine scrutiny. (DHE-M 3301.002, Vol Il Collection Operations, 23 Nov 2010)

Backstopping. Arrangements made to support covers and activities. (HDI Lexicon, April 2008)

-- Also, verification and support of cover arrangements for an agent [case officer or intelligence
operative] in anticipation of inquiries or other actions that might test credibility of his or her cover, (Spy
Book)

Basic Intelligence. Fundamental intelligence concerning the general situation, resources, capabilities,
and vulnerabilities of foreign countries or areas which may be used as reference material in the planning
of operations at any level and in evaluating subsequent information relating to the same subject.

(JP 1-02)

Battlespace. The environment, factors, and conditions that must be understood to successfully apply
combat power, protect the force, or complete the mission. This includes the air, land, sea, space, and the
included enemy and friendly forces; facilities; weather; terrain; the electromagnetic spectrum; and the
information environment within the operational areas and areas of interest. (JP 1-02)

Battlespace Awareness. Knowledge and understanding of the operational area's environment, factors,
and conditions, to include the status of friendly and adversary forces, neutrals and noncombatants,
weather and terrain, that enables timely, relevant, comprehensive, and accurate assessments, in order to
successfully apply combat power, protect the force, and/or complete the mission. (JP 1-02)

-- Also, the ability to understand dispositions and intentions as well as the characteristics and
conditions of the operational environment that bear on national and military decision-making. (Joint
Capability Areas Taxonomy & Lexicon, 15 Jan 2008)

Beacon. A device typically fastened to an object or individual that transmits a radio signal in order to
track its location. The technological discipline is called beaconry. (Spycraft)
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Behavioral Science Consultant. A professional with extensive training in behavioral science, mental
health, psychiatry, or psychology. (JP 2-01.2, Cl & HUMINT Support to Joint Operations, 13 Jun 2006)

Bilateral Collection. A collection activity run jointly with a foreign intelligence service. (DoDI S-5240.17, ClI
Collection, 12 Jan 2009)

Bilateral/BILAT Operation. An operation run jointly with a foreign intelligence service or between two US
intelligence/Cl services. (Cl Community Lexicon)

Bigot Case. An investigation that due to the sensitivity of the subject or the nature of the investigation,
requires that it be handled on a strict need to know basis. Access to these investigations is controlled by
maintaining a list of personnel who have been approved for access, called a “bigot list.” (AR 381-20,
Army Cl Program, 25 May 2010) Also see bigot list.

Bigot List. Tradecraft jargon for any list of names of cleared personnel having access (need-to-know) to a
sensitive operation, investigation or to special access/compartmented intelligence. Also see bigot case,
compartmentation.

The term dates back to World War Il when Allied orders for officers were stamped “TO GIB” for
those being sent to Gibraltar for preparations for the invasion of North Africa; later their orders were
stamped “BIG OT” (TO GIB backwards) when they were sent back to begin planning Operation
OVERLORD, the invasion of Normandy. In WWII, it was convenient, in trying to find out if
someone had access to highly restricted NEPTUNE and OVERLORD planning information, to ask
"are you bigoted?" An indignant answer of "no" ended that part of classified discussion.

Biometric. Measurable physical characteristic or personal behavioral trait used to recognize the identity
or verify the claimed identity of an individual. (JP 1-02 and JP 2-0)

Biometrics. The process of recognizing an individual based on measurable anatomical, physiological,
and behavioral characteristics. (JP 1-02 and JP 2-0)

-- Also, a general term used alternatively to describe a characteristic or a process. As a characteristic:
A measurable biological (anatomical & physiological) and behavioral characteristic that can be used for
automated recognition. As a process: Automated methods of recognizing an individual based on
measurable biological (anatomical & physiological) and behavioral characteristics. (DoDD 8521.01E, DoD
Biometrics, 21 Feb 2008)

-- Also, the measurable biological (anatomical and physiological) and behavioral characteristics that
can be used for automated recognition; examples include fingerprint, face, and iris recognition.
(NSPD 59 / HSPD 24, 5 Jun 2008)

-- Also, measurable biological (anatomical and physiological) and behavioral characteristic that may
be used for automated recognition of the identity of a person or to verify his claimed identity. Includes
fingerprints, iris/retina, voice, facial, DNA, fingernail, and thermal signature. (AR 381-20, Army CI
Program, 25 May 2010)

The Secretary of the Army is the DoD Executive Agent for DoD Biometrics.

Biometrics-enabled Intelligence. Intelligence information associated with and or derived from biometrics
data that matches a specific person or unknown identity to a place, activity, device, component, or
weapon that supports terrorist / insurgent network and related pattern analysis, facilitates high value
individual targeting, reveals movement patterns, and confirms claimed identity. (DoDD 8521.01E, DoD
Biometrics, 21 Feb 2008)
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Black: 1) tradecraft jargon for inconspicuousness in the sense of being free of hostile surveillance [going
black: become free of surveillance before conducting an operational act]; and 2) CIA tradecraft jargon for
clandestine or covert. (Leo D. Carl, The CIA’s Insider Dictionary, 1996)

Black Bag Job: Tradecraft jargon for clandestine breaking and entering.

Black List. [A list that] contains the identities and locations of individuals whose capture and detention are
of prime importance, or individuals who have been determined to be intelligence fabricators. (Cl
Community Lexicon) Also see Gray List; White List.

Previous DoD definition in JP 1-02 (rescinded by JP 2-01.02, 11 Mar 2011): an official
counterintelligence listing of actual or potential enemy collaborators, sympathizers, intelligence
suspects, and other persons whose presence menaces the security of friendly forces.

Bona Fides. The lack of fraud or deceit: a determination that a person is who he/she says he/she is.
(National HUMINT Glossary)

Tradecraft jargon for credentials, that which establishes the credibility of a human source.

-- Also, 1) Good faith. In personnel recovery, the use of verbal or visual communication by individuals
who are unknown to one another, to establish their authenticity, sincerity, honesty, and truthfulness (JP
1-02 and JP 3-50); and 2) The lack of fraud or deceit: a determination that a person is who he/she says
he/she is (JP 1-02 and JP 2-01.2, ClI & HUMINT in Joint Operations, 11 Mar 2011)

-- Also, physical and/or oral exchanges employed by an unknown individual to prove identity and
foster trust. (HDI Lexicon, April 2008)

-- Also, documents, information, action, codes, etc., offered by an unknown or otherwise suspected
individual to establish his or her good faith, identification, dependability, truthfulness, or motivation.
(ICS Glossary & AFOSI Manual 71-142, 9 Jun 2000)

Border Crosser. An individual, living close to a frontier, who normally has to cross the frontier frequently
for legitimate purposes. (JP 1-02)

Botnet. A collection of zombie PCs [personal computers]. Botnet is short for robot network. A botnet can
consist of tens or even hundreds of thousands of zombie computers. A single PC in a botnet can
automatically send thousands of spam messages per day. The most common spam messages come
from zombie computers. (McAfee Labs - Threat Glossary) Also see zombie.

-- Also, Botnets, or Bot Networks, are made up of vast numbers of compromised computers that have
been infected with malicious code, and can be remotely-controlled through commands sent via the
Internet. (CRS Report PL32114, 29 Jan 2008)

Botnets have been described as the “Swiss Army knives of the underground economy”
because they are so versatile.

Brevity Code. A code which provides no security but which has as its sole purpose the shortening of
messages rather than the concealment of their content. (JP 1-02 & JP 3-04)

Brief Encounter. A short and discreet operational contact. (HDI Lexicon, April 2008) Also see brush
contact; brush pass.

-- Also, any brief physical contact between a case officer and an agent under threat of surveillance.
(Cl Centre Glossary)
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Brush Contact. A discreet momentary contact, usually prearranged between intelligence personnel,
during which material or oral information is passed. (ICS Glossary & AFOSI Manual 71-142, 9 Jun 2000)
Also see brush pass; brief encounter.

“Such a contact is extremely brief as well as surreptitious, and usually it is quite secure if well
executed.” -- Victor Marchetti & John D. Marks, The CIA and the Cult of Intelligence, 2™ edition (1980), p 230

-- Also, a technique used by case officers to receive [or] exchange information from an agent
clandestinely without betraying any signs of recognition between participants. The objective is to
complete the transaction without detection by any hostile surveillance. (Historical Dictionary of Cold War
Counterintelligence, 2007)

Brush Pass. A brief operational encounter (seconds or less) in which the case officer passes something
(verbally or physically) to or receives something from the agent, or a two-way exchange takes place.
(National HUMINT Glossary) Also see brief encounter; brush contact, car toss.

-- Also, a discreet, monetary contact during which something is exchanged. (HDI Lexicon, April 2008)

-- Also, a brief encounter where something is passed between a case officer and an agent. (Cl Centre
Glossary)

-- Also, the clandestine, hand-to-hand delivery of items or payments — made as one person walks
past another in a public place [The Russian Foreign Intelligence Service (SVR) refers to a brush pass as
a “flash meeting”]. (FBI Court Affidavit re: Russian lllegals, 25 June 2010)

Bug. [Tradecraft jargon] 1) Concealed listening device or other equipment used in audio surveillance; 2)
To install such a device; the term “bugged” refers to a room or object that contains a concealed listening
device. (Spy Book)

Bugging is a term in common use that refers to the various forms of clandestine electronic
surveillance, or eavesdropping. See Spycraft, pp. 405-416, for details.

Bugged. Room or object that contains a concealed listening device. (JP 1-02)

Burned. [Tradecraft jargon] When a case officer or agent is compromised, or a surveillant has been
made by a target, usually because they make eye contact. (Cl Centre Glossary)

Burn Notice. An official statement by one intelligence agency to other agencies, domestic or foreign, that
an individual or group is unreliable for any of a variety of reasons. (JP 1-02)

Campaign. A series of related military operations aimed at accomplishing a strategic or operational
objective within a given time and space. (JP 1-02) Also see DoD Strategic Cl Campaign.

Campaign Plan. A joint operations plan for a series of related military operations aimed at accomplishing
a strategic or operational objective within a given time and space. (JP 1-02) Also see Campaign;
Campaign Planning; DoD Strategic Cl Campaign.

Campaign Planning. The process whereby combatant commanders and subordinate joint force
commanders translate national or theater strategy into operational concepts through the development of
an operation plan for a campaign. Campaign planning may begin during contingency planning when the
actual threat, national guidance, and available resources become evident, but is normally not completed
until after the President or Secretary of Defense selects the course of action during crisis action planning.
Campaign planning is conducted when contemplated military operations exceed the scope of a single
major joint operation. (JP 1-02) Also see campaign; campaign plan.
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Capability Gap. The inability to achieve a desired effect under specified standards and conditions
through combinations of means and ways to perform a set of tasks. The gap may be the result of no
existing capability or lack of proficiency or sufficiency in existing capability.

Car Pick-Up. A personal meeting wherein the handler picks up the source. (HDI Lexicon, April 2008)

Car Toss. A form of dead drop using a concealment device thrown to a preselected site from a vehicle
traveling along a designated route. (HDI Lexicon, April 2008) Also see brief encounter; brush contact,
brush pass.

-- Also, the method of conveying information clandestinely by throwing a package into, or out of, a
vehicle is known as the “car toss.” (Historical Dictionary of Cold War Counterintelligence, 2007)

Carbons. Paper that produces secret writing [SW] through the use of chemicals. (Spy Book) Also see
secret writing.

Carve-Out. A provision approved by the Secretary or Deputy Secretary of Defense that relieves DSS
[Defense Security Service} of its National Industrial Security Program obligation to perform industrial
security oversight functions for a DoD SAP [Special Access Program]. (DoDD 5205.07, SAP Policy, 1 Jul
2010)

Case. 1) An intelligence operation in its entirety; or 2) Record of the development of an intelligence
operation, including personnel, modus operandi, and objectives. (JP 1-02)

--Also, the framework which not only acts as the repository for all logically/physically related facts,
issues, allegations and products (outputs) associated with the investigative process, but also serves to
document, in a case file, the approvals, authorities, waivers, plans, notes and other artifacts relevant to
that particular instance of the process. (ONCIX Insider Threat Detection — Glossary)

Can also be used as a verb, to case, meaning to surreptitiously observe a physical location to
determine its suitability for possible future operational use.

Case Officer (C/O). A professional employee of an intelligence or counterintelligence organization who is
responsible for providing directions for an agent operation and/or handling intelligence assets. (JP 1-02;
JP 2-01.2; Cl Community Lexicon and ICS Glossary) Also see Agent Handler.

“...the case officer’s job is to handle operational cases and assets; this is to say the case officer
recruits and directs foreign indigenous spies who are known as “agents.”
-- Fred Rustmann, Jr., “Debunking the CIA Case Officer Myth,” AFIO Newsletter; 25: 1&2 (2002)

Casing. Reconnaissance of an operating area, whether for surveillance or for personal or impersonal
communications. (Cl Community Lexicon)

-- Also, a study of a site to determine operational suitability. (HDI Lexicon, April 2008)

-- Also, covert or clandestine inspection or surveillance of an area, place, or building to determine its
suitability for operational use or its vulnerability to an intelligence operation. (AFOSI Manual 71-142, 9 Jun
2000)

Catastrophic Event. Any natural or man-made incident, including terrorism, which results in extraordinary
levels of mass casualties, damage, or disruption severely affecting the population, infrastructure,
environment, economy, national morale, and/or government functions. (JP 1-02 & JP 3-28)

Caveat. A designator used with or without a security classification to further limit the dissemination of
restricted information, e.g., FOUO and NOFORN. (IC Standard 700-1, 4 Apr 2008)
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Cell. [Inintelligence usage,] a small group of individuals who work together for clandestine or subversive
purposes.

Center [British spelling: Centre]. The headquarters site in the home country where control of intelligence
and espionage operations in foreign countries is maintained. (AFOSI Manual 71-142, 9 Jun 2000)

Center of Gravity (COG). The source of power that provides moral or physical strength, freedom of action,
or will to act. (JP 3-0, Joint Operations)

Central Intelligence Agency (CIA). An independent US Government agency responsible for providing
national security intelligence to senior US policymakers. Primary mission: collect, analyze, evaluate, and
disseminate foreign intelligence to assist the President and senior US government policymakers in
making decisions relating to national security. Major components: National Clandestine Service (NCS),
Directorate of Intelligence, Directorate of Science & Technology and Directorate of Support. (cia.gov)

Director CIA coordinates the clandestine collection of foreign intelligence through human sources
or through human-enabled means and counterintelligence activities outside the United States (EO
12333). The Director CIA is designated the Functional Manager for human intelligence IAW EO
12333; and is also the National HUMINT Manager IAW ICD 304.

The CIA may engage in covert action at the President’s direction and in accordance with applicable
law; see covert action.

We do espionage. That is the nature of what we do. We steal secrets.
-- DCI George Tenet (23 Jun 1998)
Interview in Studies in Intelligence, 42:1 (1998)

Chain of Custody. A chronological written record reflecting the release and receipt of evidence from initial
acquisition until final disposition. (AR 195-5, Evidence Procedures, 25 Jun 2007) Also see evidence.

Chairman’s Guidance (CG). Provides a common set of assumptions, priorities, intent, and critical
planning factors required to develop future strategies and plans. It is an integral part of the strategy
development process. CG may be established pursuant to conducting a Joint Strategy Review, to
preparing a Joint Vision, or to Drafting a new National Military Strategy; or it may be provided separately if
deemed appropriate. (CJCSI 3100.01A, Joint Strategic Planning System, 1 Sep 1999)

Chancery. The building upon a diplomatic or consular compound which houses the offices of the chief of
mission or principal officer. (JP 1-02)

Chief of Mission (CoM). The principal officer in charge of U.S. Diplomatic Missions and U.S. offices
abroad, which the Secretary of State has designated as diplomatic in nature. The CoM reports to the
President through the Secretary of State. Also see Ambassador.

-- Also, the principal officer (the ambassador) in charge of a diplomatic facility of the United States,
including any individual assigned to be temporarily in charge of such a facility. The CoM is the personal
representative of the President to the country of accreditation and is responsible for the direction,
coordination, and supervision of all US Government executive branch employees in that country (except
those under the command of a US area military commander). The security of the diplomatic post is the
CoM's direct responsibility. (JP 1-02 and JP 3-08)

The U.S. Ambassador to a foreign country, for example, is the Chief of the U.S. Mission (CoM) in
that country. Other CoMs include the Chiefs of permanent U.S. Missions to international
organizations (e.g., the U.S. Mission to International Organizations in Vienna), the Principal Officers
of Consulates General, and the U.S. Interest Section in the Swiss Embassy in Havana.

The CoM has full responsibility and authority for the direction, coordination, and supervision of all
USG executive branch employees in country and at international organizations, regardless of their
employment categories or location, except those under command of a U.S. area military
commander or on the staff of an international organization.

GL-16



Cl Glossary -- Terms & Definitions of Interest for DoD CI Professionals (2 May 2011)

Chief of Station (CoS). Senior US intelligence officer in a foreign country, and is the direct representative
of the Director National Intelligence (DNI), to whom the officer reports through the Director Central
Intelligence Agency (CIA). Usually the senior representative of the CIA assigned to a US Mission.

(JP 1-02 and JP 2-01.2, Cl & HUMINT in Joint Operations, 11 Mar 2011)

Choke Point. A narrow passage--such as a bridge, tunnel, or Metro station--used as a surveillance or
countersurveillance tool for channeling the opposing force or monitoring their passage. (Cl Centre
Glossary)

CI. See counterintelligence.

Cl Campaign. See DoD Counterintelligence Campaign.

Cl Mission Tasking Authority. See Counterintelligence Mission Tasking Authority.

Cipher. Any cryptographic system in which arbitrary symbols (or groups of symbols) represent units of
plain text of regular length, usually single letters; units of plain text are rearranged; or both, in accordance
with certain predetermined rules. (JP 1-02) Also see code; cipher pad.

Cipher Pad. A small thin pad of paper sheets having nonrepetitive key, usually machine printed. A sheet
is used once for enciphering and another sheet used once for deciphering a communication. Occasionally
called a one-time pad (OTP). (AFOSI Manual 71-142, 9 Jun 2000)

CISO. Also see Counterintelligence Staff Officer.

Note: in the revision to DoDI 5240.10, this term will be replaced by “Command C| Coordinating
Authority” or CCICA and will also be updated in JP 1-02.

Civil Authorities. Those elected and appointed officers and employees who constitute the government of
the United States, the governments of the 50 states, the District of Columbia, the Commonwealth of
Puerto Rico, United States possessions and territories, and political subdivisions thereof. (JP 1-02)

Civil Disturbance. Group acts of violence and disorder prejudicial to public law and order. (JP 3-28)

Civilian Internee. A civilian who is interned during armed conflict, occupation, or other military operation
for security reasons, for protection, or because he or she committed an offense against the detaining
power. (JP 3-63, Detainee Operations, 6 Feb 2008)

Clandestine. Any activity or operation sponsored or conducted by governmental departments or agencies
with the intent to assure secrecy or concealment. (JP 1-02 and JP 2-01.2, Cl & HUMINT in Joint
Operations, 11 Mar 2011)

-- Also, any HUMINT [Human Intelligence] or other activity or operation sponsored or conducted by
governmental departments or agencies with the intent to assure secrecy or concealment. (ICD 304,
HUMINT, 1 Mar 2007 and DoDD S-5200.37, 9 Feb 2009)

-- Also, any illicit/illegal activity that is designed not to be detected by anyone, including a local
security service. Concealed, hidden, secret, or surreptitious operation conducted without the knowledge
of anyone but the organization conducting the operation or investigation. (Cl Community Lexicon)

-- Also, method of conducting operations with secrecy by design. Differs from covert in that covert
conceals the identity of the sponsor, whereas clandestine conceals the identity of the operation. (National
HUMINT Glossary)

-- Also, secret or hidden activity conducted with secrecy by design. (ICS Glossary, 1978)
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Clandestine Collection. The acquisition of protected intelligence information in a way designed to protect
the source, and conceal the operation, identity of operators and sources, and actual methodologies
employed. (DoDI $-5240.17, CI collection, 12 Jan 2009)

Clandestine Intelligence Collection. The acquisition of protected intelligence information in a way
designed to conceal the nature of the operation and protect the source. (JP 1-02 and JP 2-01.2, Cl &
HUMINT in Joint Operations, 11 Mar 2011)

--Also, the acquisition of protected intelligence information in a way designed to protect the source.
(National HUMINT Glossary)

Clandestine Operation. An operation sponsored or conducted by governmental departments or agencies
in such a way as to assure secrecy or concealment. A clandestine operation differs from a covert
operation in that emphasis is placed on concealment of the operation rather than on concealment of the
identity of the sponsor. In special operations, an activity may be both covert and clandestine and may
focus equally on operational considerations and intelligence-related activities. (JP 1-02 and JP 3-05.1)

-- Also, activities to accomplish intelligence, Cl, or similar activities in such a way as to maintain
secrecy or concealment especially for the purpose of deception or subversion. (Cl Community Lexicon)

-- Also, a pre-planned secret intelligence information collection activity, technical operation, or covert
political, economic, propaganda, or paramilitary action conducted so as to assure the secrecy of the
operation; encompasses clandestine collection, counterintelligence, and covert action. (National HUMINT
Glossary)

-- Also, any HUMINT or other activity or operation sponsored or conducted by governmental
departments or agencies with the intent to assure secrecy or concealment. (DHE-M 3301.002, Vol Il,
Collection Operations, 23 Nov 2010)

Clandestine operations are sometimes incorrectly referred to as “covert operations.” Although both
are secret and sensitive activities, the terms are not interchangeable. See covert operation.

Classification. The determination that official information requires, in the interests of national security, a
specific degree of protection against unauthorized disclosure, coupled with a designation signifying that
such a determination has been made. (JP 1-02)

Classified Information. Official information that has been determined to require, in the interests of
national security, protection against unauthorized disclosure and which has been so designated.
(JP 1-02)

-- Also, information or material designated and clearly represented, pursuant to the provisions of a
statute or Executive order (or a regulation or order issued pursuant to a statue or Executive order), as
requiring a specific degree of protection against unauthorized disclosure for reasons of national security.
(50 USC § 426[1])

Classified Information Procedures Act (CIPA). The tool with which the proper protection of classified
information may be ensured in indicted cases. After a criminal indictment becomes public, the prosecutor
remains responsible for taking reasonable precautions against the unauthorized disclosure of classified
information during the case. This responsibility applies both when the government intends to use
classified information in its case-in-chief as well as when the defendant seeks to use classified
information in his/her defense. (18 USC, App lll, Sec 1-16) Also see graymail.

Congress enacted CIPA (Public Law 96-456) in 1980. The procedural protections of CIPA protect
unnecessary disclosure of classified information. The primary purpose was to limit the practice of
“graymail” by criminal defendants in possession of sensitive government secrets. "Gray mail" refers
to the threat by a criminal defendant to disclose classified information during the course of a trial.
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The gray mailing defendant essentially presented the government with a "Hobson's choice": either
allow disclosure of the classified information or dismiss the indictment.

CIPA is a procedural statute that balances the right of a criminal defendant with the right of the
sovereign to know in advance of a potential threat from a criminal prosecution to its national
security. CIPA's provisions are designed to prevent unnecessary or inadvertent disclosures of
classified information and to advise the government of the national security "cost" of going forward.

See: <http://www.usdoj.gov/usao/eousal/foia_reading_room/usam/title9/crm02054.htm>

Clean Phone. Tradecraft jargon which typically refers to a disposable, pre-paid cellular telephone that
cannot be traced back to the original retail purchaser or subsequent user(s).

Clearance. Formal security determination by an authorized adjudicative office that an individual is
authorized access, on a need to know basis, to a specific level of collateral classified information (TOP
SECRET, SECRET, CONFIDENTIAL). (National Information Assurance Glossary, CNSS Instruction No.
4009, Revised June 2006, hereinafter referred to as CNSS Instruction No. 4009)

Coalition. An ad hoc arrangement between two or more nations for common action. (JP 1-02) Also see
alliance; multinational.

Code. 1) Any system of communication in which arbitrary groups of symbols represent units of plain text
of varying length. Codes may be used for brevity or for security; 2) a cryptosystem in which the
cryptographic equivalents (usually called "code groups"), typically consisting of letters or digits (or both) in
otherwise meaningless combinations, are substituted for plain text elements which are primarily words,
phrases, or sentences. (JP 1-02) Also see cipher.

“There is no sharp theoretical line between codes and ciphers; [a] useful distinction is that code
operates on linguistic entities, dividing its raw material into meaningful elements and cipher does
not.” -- David Kahn, The Code Breakers (1967)

Code Word. 1) A word that has been assigned a classification and a classified meaning to safeguard
intentions and information regarding a classified plan or operation; and 2) A cryptonym used to identify
sensitive intelligence data. (JP 1-02)

-- Also, a single word assigned a classified meaning by appropriate authority to ensure proper
security concerning intentions and to safeguard information pertaining to actual, real-world military plans
or operations classified as CONFIDENTIAL or higher. (DoD 5200.1-R, Information Security Program, Jan
1997)

-- Also, a single classified word assigned to represent a specific SAP or portions thereof. (DoD
5220.22.22-M-Sup 1, NISPOM Supplement, Feb 1995)

-- Also, a prearranged word used in communication or conversation to disguise the identity of
someone or something or to convey a meaning other than its conventional meaning. (AFOSI Manual
71-142, 9 Jun 2000) Also see nickname.

Cold Pitch. Recruitment approach without prior development or, is some cases, contact. (National
HUMINT Glossary)

COLISEUM. See Community On-Line Intelligence System for End-Users and Managers.

Collaborating Analytical Center (CAC). An intelligence organization that has responsibility to support and
assist a Responsible Analytical Center (RAC) produce an intelligence product to answer a specific
COCOM Intelligence Task List (ITL) task or sub-task. CACs may provide all-source analysis, application
of analysis, or single-source analysis, exploitation, or reporting. DoD organizations that may serve as
CACs include: Combat Support Agencies (DIA, NSA, NGA), the COCOM JIOCs, and the Service
Intelligence Centers (NGIC, ONI, NASIC & MCIA). (CJCSM 3314.01, Intelligence Planning, 28 Feb 2007)
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Collateral. All national security information classified Confidential, Secret, or Top Secret under the
provisions of an Executive Order for which special systems of compartmentation (such as SCI or SAPs
are not formally required. (DoDI 5200.01, 9 Oct 2008)

Collection. In intelligence usage, the acquisition of information and the provision of this information to
processing elements. (JP 1-02 and JP 2-0) Also see counterintelligence collection; clandestine
intelligence collection; intelligence collection; military counterintelligence collection.

-- Also, the acquisition of information to meet an intelligence requirement. (ICD 300, 3 Oct 2006)

-- Also, the ability to obtain required information to satisfy intelligence needs. (Joint Capability Areas
Taxonomy & Lexicon, 15 Jan 2008)

-- Also, the exploitation of sources by collection agencies, and the delivery of the information obtained
to the appropriate processing unit for the use in the production of intelligence; obtaining information or
intelligence information in any manner, including direct observations, liaison with official agencies, or
solicitation from official, unofficial, or public sources, or quantitative data from test or operation of foreign
systems. (CIA, A Consumer’s Guide to Intelligence, July 1995)

-- Also, the exploitation of sources by collection agencies, and the delivery of the information obtained
to the appropriate processing unit for use in the production of intelligence. (National HUMINT Glossary)

The collection of information is the foundation of everything that the Intelligence Community does.
While successful collection cannot ensure a good analytical product, the failure to collect... turns
analysis into guesswork.  -- WMD Report (2005); p. 351

EO 12333, US Intelligence Activities, directs that IC elements use the least intrusive collection techniques
feasible within the United States or directed against US persons abroad (para 2.4 - Collection Techniques).

Collection Asset. A collection system, platform, or capability that is supporting, assigned, or attached to a
particular commander. (JP 1-02)

Collection Emphasis. ldentifies new short- to intermediate-term information needs in response to
unforeseen situations, emerging crises, or contingencies. It can be used to register additional or refined
requirements in connection with a unique collection opportunity. (DoD CI Collection Integrated Working
Group Handbook 1-02, 8 Aug 2006)

Collection Management (CM). In intelligence usage, the process of converting intelligence requirements
into collection requirements, establishing priorities, tasking or coordinating with appropriate collection
sources or agencies, monitoring results, and re-tasking, as required. (JP 1-02 and JP 2-0)

CM has two distinct functions: collection requirements management and collection operations
management. See collection requirements management and collection operations management.

Collection Management Authority (CMA). "Within DoD, CMA constitutes the authority to establish,
prioritize, and validate theater collection requirements, establish sensor tasking guidance, and develop
theater-wide collection policies. (JP 1-02 and JP 2-01.2, ClI & HUMINT in Joint Operations, 11 Mar 2011)

Collection Manager. An individual with responsibility for the timely and efficient tasking of organic
collection resources and the development of requirements for theater and national assets that could
satisfy specific information needs in support of the mission. (JP 1-02 & JP 2-01)

Collection Operations Management (COM). The authoritative direction, scheduling, and control of
specific collection operations and associated processing, exploitation, and reporting resources. (JP 1-02
& JP 2-0) Also see collection management; collection requirements management.
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-- Also, COM specifies how to satisfy the [intelligence] requirement. It focuses on the selection of the
specific intelligence disciplines(s) and specific systems within a discipline to collect information
addressing the customer’s requirement. COM is conducted by organizations to determine which collection
assets can best satisfy the customers’ product requests. (JP 2-01, Joint and National Intelligence Support
to Military Operations, 7 Oct 2004)

COM is the process by which it is determined “how” a requirement will be answered within an
intelligence discipline and “who” will execute the collection activity.

Collection Plan. A plan for collecting information from all available sources to meet intelligence
requirements and for transforming those requirements into orders and requests to appropriate agencies.
(JP 1-02 & JP 2-01)

The collection plan determines how a collection requirement will be satisfied.

Collection Planning. A continuous process that coordinates and integrates the efforts of all collection
units and agencies. (JP 1-02 & JP 2-0)

Collection Requirement. 1) An intelligence need considered in the allocation of intelligence resources.
Within the Department of Defense, these collection requirements fulfill the essential elements of
information and other intelligence needs of a commander, or an agency; or 2) An established intelligence
need, validated against the appropriate allocation of intelligence resources (as a requirement) to fulfill the
essential elements of information and other intelligence needs of an intelligence consumer. (JP 1-02 and
JP 2-01.2, ClI & HUMINT in Joint Operations, 11 Mar 2011) Also see intelligence requirement;
information requirements.

Collection Requirements Management (CRM). The authoritative development and control of collection,
processing, exploitation, and/or reporting requirements that normally result in either the direct tasking of
assets over which the collection manager has authority, or the generation of tasking requests to collection
management authorities at a higher, lower, or lateral echelon to accomplish the collection mission.

(JP 1-02 and JP 2-0) Also see collection management; collection operations management.

CRM is the process by which it is determined “what” will be collected and by “which” intelligence
discipline. CRM defines “what” intelligence systems must collect and focuses on the requirements
of the customer; it is all-source oriented and advocates “what” information is necessary for
collection.

Collection Resource. A collection system, platform, or capability that is not assigned or attached to a
specific unit or echelon which must be requested and coordinated through the chain of command.
(JP 1-02 & JP 2-01)

Collection Support Brief (CSB). A supplement to a collection requirement on key country topics, technical
subjects, and other complex issues. It provides more detailed tutorial information for HUMINT collectors
regarding technical developments, organizations, facilities, and personalities associated with the
collection topic. (DHE-M 3301.002, Vol Il Collection Operations, 23 Nov 2010)

Collector. A person who acquires information or services from a source. (HDI Lexicon, Apr 2008)

Combat Support Agency (CSA). A Department of Defense agency so designated by Congress or the
Secretary of Defense that supports military combat operations. (JP 5-0, Joint Planning, 26 Dec 2006)
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Combatant Command. A unified or specified command with a broad continuing mission under a single
commander established and so designated by the President, through the Secretary of Defense and with
the advice and assistance of the Chairman of the Joint Chiefs of Staff. Combatant commands typically
have geographic or functional responsibilities. (JP 1-02 & JP 5-0) Also see Unified Command Plan.

-- Also, combatant command (command authority): Nontransferable command authority established
by Title 10 (“Armed Forces”), United States Code, Section 164, exercised only by commanders of unified
or specified combatant commands unless otherwise directed by the President or the Secretary of
Defense. Combatant command (command authority) cannot be delegated and is the authority of a
combatant commander to perform those functions of command over assigned forces involving organizing
and employing commands and forces, assigning tasks, designating objectives, and giving authoritative
direction over all aspects of military operations, joint training, and logistics necessary to accomplish the
missions assigned to the command. Combatant command (command authority) should be exercised
through the commanders of subordinate organizations. Normally this authority is exercised through
subordinate joint force commanders and Service and/or functional component commanders.

Combatant command (command authority) provides full authority to organize and employ commands and
forces as the combatant commander considers necessary to accomplish assigned missions. Operational
control is inherent in combatant command (command authority). (JP 1-02 & JP 1)

Combatant Commander. A commander of one of the unified or specified combatant commands
established by the President. (JP 1-02) Also see Unified Command Plan.

Combating Terrorism (CbT). Actions, including antiterrorism (defensive measures taken to reduce
vulnerability to terrorist acts) and counterterrorism (offensive measures taken to prevent, deter, and
respond to terrorism), taken to oppose terrorism throughout the entire threat spectrum. (JP 1-02 &
JP 3-26)

Combat Intelligence. That knowledge of the enemy, weather, and geographical features required by a
commander in the planning and conduct of combat operations. (JP 1-02 & JP 2-0)

Combat Support Agency (CSA). A Department of Defense agency so designated by Congress or the
Secretary of Defense that supports military combat operations. (JP 1-02 & JP 5-0)

Command and Control (C2). The exercise of authority and direction by a properly designated commander
over assigned and attached forces in the accomplishment of the mission. Command and control functions
are performed through an arrangement of personnel, equipment, communications, facilities, and
procedures employed by a commander in planning, directing, coordinating, and controlling forces and
operations in the accomplishment of the mission. (JP 1-02 & JP 1)

Command Counterintelligence Coordinating Authority (CCICA). The Combatant Commander’s senior
representative for Cl. The CCICA serves as the authoritative point of contact for the Combatant
Command on Cl issues and activities and assists in exercising the command’s Cl activities. JP 2-01.2, CI
& HUMINT in Joint Operations, 11 Mar 2011) Also see Counterintelligence Coordinating Authority (CICA).

For additional information see JP 2.01.2, Cl & HUMINT in Joint Operations, 11 Mar 2011 (para 2a)

Note: in the revision to DoDI 5240.10, the term “Counterintelligence Staff Officer” or “CISO” will be
replaced by Command CI Coordinating Authority or CCICA,; to be updated in JP 1-02.

Commander's Critical Information Requirement (CCIR). An information requirement identified by the
commander as being critical to facilitating timely decision-making. The two key elements are friendly
force information requirements and priority intelligence requirements. (JP 1-02 & JP 3-0)
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Committee of Foreign Investment in the United States (CFIUS). An interagency committee that serves
the President in overseeing the national security implications of foreign investments. CFIUS has 12
members under the chairmanship of the Secretary of Treasury consisting of: the Secretaries of State,
Defense, Commerce, and Homeland Security, the Attorney General, Director OMB, Director of the Office
of Science and Technology Policy, Assistant to the President for National Security Affairs, Assistant to the
President for Economic Policy, US Trade Representative, and Chairman of the Council of Economic
Advisers. (Department of Treasury website <http://www.treas.gov/offices/international-affairs/exon-
florio/>)

Originally established in 1975 by EO 11858 mainly to monitor and evaluate the impact of foreign
investment in the United States. In 1988, EO 12661 designated CFIUS to receive notices of
foreign acquisitions of U.S. companies, to determine whether a particular acquisition has national
security issues sufficient to warrant an investigation and to undertake an investigation, if necessary,
and to submit a report and recommendation to the President at the conclusion of an investigation.

On 26 July 2077, the Foreign Investment and National Security Act of 2007 (PL 110-49) was
enacted. The act was implemented by EO 13456 and addresses many issues, e.g., Congressional
notification requirements; more stringent rules for the review and formal investigation of
transactions, especially those involving foreign governments or critical infrastructure assets;
requires senior-level involvement in various required certifications and reports, limiting the
agencies’ delegation authority; established the membership of CFIUS by statute; and created a
defined role for the Director of National Intelligence as an ex-officio member who must evaluate the
transaction’s national security implications.

Common Operational Picture (COP). A single identical display of relevant information shared by more
than one command. A common operational picture facilitates collaborative planning and assists all
echelons to achieve situational awareness. (JP 1-02 & JP 3-0)

Communications Intelligence (COMINT). Technical information and intelligence derived from
foreign communications by other than the intended recipients. (JP 1-02 & JP 2-0) Also see signals
intelligence.

Communications Security (COMSEC). The protection resulting from all measures designed to deny
unauthorized persons information of value that might be derived from the possession and study of
telecommunications, or to mislead unauthorized persons in their interpretation of the results of such
possession and study. (JP 1-02 & JP 6-0)

-- Also, protective measures taken to deny unauthorized persons information derived from
telecommunications of the U.S. Government related to national security and to ensure the
authenticity of such communications. Such protection results from the application of security measures
(including cryptosecurity, transmission security, emissions security, and jamming resistance) to
telecommunications and to electrical systems generating, handling, processing, or using national security
or national security-related information. It also includes the application of physical security measures to
COMSEC information or materials. (DoDD 4640.6 Communications Security Telephone Monitoring and
Recording, 26 Jun 1981)

-- Also, measures and controls taken to deny unauthorized individuals information derived from
telecommunications and to ensure the authenticity of such telecommunications. COMSEC includes
cryptosecurity, transmission security, emission security, and physical security of COMSEC material.
(DoDD 5100.20, NSA, 26 Jan 2010)

Communications Security Monitoring. The act of listening to, copying, or recording transmissions of one's
own circuits (or when specially agreed, e.g., in allied exercises, those of friendly forces) to provide
material for communications security analysis in order to determine the degree of security being provided
to those transmissions. In particular, the purposes include providing a basis for advising commanders on
the security risks resulting from their transmissions, improving the security of communications, and
planning and conducting manipulative communications deception operations. (JP 1-02)
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Community Acquisition Risk Center (CARC). The CARC conducts multi-source threat analysis of
commercial entities doing business with any component of the Intelligence Community. (ODNI News
Release 2-06, 11 Jan 2006) [now known as the Community Acquisition Risk Section (CARS)]

-- Also, the CARC evaluates the risk to the Intelligence Community posed by commercial entities
conducting business with the individual components of the Intelligence Community. Common acquisition-
risk methodologies, tools, and training that are now under development will significantly enhance the
program. The Center is a joint enterprise composed of staff from all members of the Intelligence
Community. (<http://www.ncix.gov/sections/carc/index.html>)

See DCID 7/6, Community Acquisition Risk Center, 2 Mar 2005 (Unclassified//FOUQ).

Community Acquisition Risk Section (CARS). See Community Acquisition Risk Center above.

Community On-Line Intelligence System for End-Users and Managers (COLISEUM). The management
system for production requirements and requests for information. Cl production. (DoDI 5240.18, Cl
Analysis & Production, 17 Nov 2009)

-- Also, the primary production requirements management system for the Defense Intelligence
Analysis Program (DIAP). It supports the DIAP mission to consolidate and gain synergism of DoD
intelligence production resources by automating the basic production requirement process defined in the
DIAP and its key operational concepts. (DIA DIAP)

-- Also, an analysis requirement management tool used throughout the Defense Intelligence
Community to register and track requests for information/analytical requirements, search for existing
intelligence, and manage/account for analytical resources. It is a web-based application available through
Intelink. (Joint Military Intelligence Training Center, Fundamentals of COLISEUM 5.0, JMITC, Jun 2008)

Defense Cl Components shall use the Cl-approved electronic archiving system to validate, task,
and disseminate production requirements for Cl analysis. The approved system is the primary
method to communicate analysis and production requirements within the DoD CI enterprise.
Defense Cl Components without access to the approved system may use COLISEUM.

-- IAW DoDI 5140.18, Cl Analysis & Production, 17 Nov 2009

Compartmentation. The principle of controlling access to sensitive information so that it is available only
to those individuals or organizational components with an official "need-to-know” and only to the extent
required for the performance of assigned responsibilities. (National HUMINT Glossary)

-- Also, establishment and management of an organization so that information about the personnel,
internal organization, or activities of one component is made available to any other component only to the
extent required for the performance of assigned duties. (JP 1-02 & 3-05.1)

-- Also, the process of strictly limiting the number of people who are aware of a given intelligence
operations.... Only personnel with an absolute “need to know” should be admitted into the compartment.
(James M. Olson, Fair Play: The Moral Dilemmas of Spying, 2006)

The primary purpose of compartmentation is security, to protect extremely sensitive information
from compromise.

An intelligence service that is carless about compartmentation pays the price.
-- James M. Olson (CIA Retired)
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Compartmented Intelligence. National intelligence placed in a DNI-approved control system to ensure
handling by specifically identified and access approved individuals. (IC Standard 700-1, 4 Apr 2008)

-- Also, national intelligence information under a control system and only available to designated
individuals. (National Intelligence: A Consumer’s Guide - 2009).

Compartmented intelligence became institutionalized during World War Il [SIGINT, e.g., ULTRA,
MAGIC, etc.].... Compartmentalizing information is the way they restrict what is known.
-- William E. Burrows, Deep Black (1986)

In the secret operations canon it is axiomatic that the probability of leaks escalates exponentially
each time a classified document is exposed to another person.... Effective compartmentation is
fundamental to all secret activity.

-- Richard Helms (Former DCI), A Look Over My Shoulder (2003)

Complaint-type Investigation. A counterintelligence investigation in which sabotage, espionage, treason,
sedition, subversive activity, or disaffection is suspected. (JP 1-02)

Compromise. The known or suspected exposure of clandestine personnel, installations, or other assets
or of classified information or material, to an unauthorized person. (JP 1-02)

-- Also, a communication or physical transfer of classified information to an unauthorized recipient.
(DoDD 5200.1, DoD Information Security Program, 13 Dec 1996)

-- Also, an unauthorized disclosure of classified information. (DoD 5200.1R, Information Security
Program, Jan 1997 and DoD 5220.22-M, NISPOM, 28 Feb 2006)

-- Also, the disclosure or release of classified information to unauthorized person(s). (IC Standard
700-1, 4 Apr 2008

-- Also, type of incident where information is disclosed to unauthorized individuals or a violation of the
security policy of a system in which unauthorized intentional or unintentional disclosure, modification,
destruction, or loss of an object may have occurred. (CNSS Instruction No. 4009)

Compromised. A term applied to classified matter, knowledge of which has, in whole or in part, passed to
an unauthorized person or persons, or which has been subject to risk of such passing. (JP 1-02)

-- Also, when an operation, asset, or agent is uncovered and cannot remain secret. (Cl Centre
Glossary)

Compromising Emanations. Unintentional emissions that could disclose information being transmitted,
received, or handled by any information-processing equipment. (ICS Glossary) Also see TEMPEST.

Computer Forensics. The scientific, systematic inspection and analysis of digital media and its contents
to gather information on the facts and circumstances which may connect an incident to a threat to
national security or other computer use that is contrary to security of information systems or may
indicative of espionage. The objectives are to perform a structured investigation, maintain the proper
chain of evidence, reconstruct the activities of a computer user, and preserve the integrity of the data.
(AR 381-20, Army CI Program, 25 May 2010)

Computer Intrusion. An incident of unauthorized access to data or an automated information system.
(JP 1-02)

Computer Intrusion Detection. The process of identifying that a computer intrusion has been attempted, is
occurring, or has occurred. (JP 1-02)
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Computer Network Attack (CNA). Actions taken through the use of computer networks to disrupt, deny,
degrade, or destroy information resident in computers and computer networks, or the computers and
networks themselves. (JP 1-02 & JP 3-13)

-- Also, operations to manipulate, disrupt, deny, degrade, or destroy information resident in
computers and computer networks, or the computers and networks themselves. (DCID 7/3, Information
Operations and IC Related Activities (U), 1 Jul 1999, updated 5 Jun 2003)

Computer Network Defense (CND). Actions taken through the use of computer networks to protect,
monitor, analyze, detect and respond to unauthorized activity within Department of Defense information
systems and computer networks. (JP 1-02 & JP 6-0)

-- Also, efforts to defend against the computer network operations of others, especially that directed
against U.S. and allied computers and networks. (DCID 7/3, Information Operations and IC Related
Activities (U), 1 Jul 1999, updated 5 Jun 2003)

Computer Network Exploitation (CNE). Enabling operations and intelligence collection capabilities
conducted through the use of computer networks to gather data from target or adversary automated
information systems or networks. (JP 1-02 & JP 6-0)

-- Also, intelligence collection and enabling operations to gather data from target or adversary
automated information systems or networks. (DCID 7/3, Information Operations and IC Related Activities
(U), 1 Jul 1999, updated 5 Jun 2003)

Computer Network Operations (CNO). Comprised of computer network attack, computer network
defense, and related computer network exploitation enabling operations. (JP 1-02 & JP 3-13)

Computer Security (COMUSEC). The protection resulting from all measures to deny unauthorized
access and exploitation of friendly computer systems. (JP 1-02 & JP 6-0) Also see Information Security
(INFOSEC); Cybersecurity.

Computer Trespasser. A person who accesses a protected computer without authorization and thus has
no reasonable expectation of privacy in any communication transmitted to, through, or from the protected
computer; see 18 USC 2510 (21)(a). (AR 381-20, Army CI Program, 25 May 2010)

Computer Virus. A software program, script, or macro that has been designed to infect, destroy, modify,
or cause other problems with a computer or software program. (US Army TRADOC DCSINT Handbook
1.02, 15 Aug 2007)

-- Also, a computer program that can copy itself and infect a computer without permission or
knowledge of the user. (Wikipedia, accessed 2 Oct 2007)

Concealed Monitoring. Targeting by electronic, optical, or mechanical devices a particular person or a
group of persons without their consent in a surreptitious and continuous manner. Monitoring is
surreptitious when it is targeted in a manner designed to keep the subject of the monitoring unaware of it.
Monitoring is continuous if it is conducted without interruption for a substantial period of time. (DoD
5240.1-R, Dec 1982)

Concealed monitoring includes, but is not limited to the use of microphones, video cameras,
beepers, beacons, transponders, and GPS locators.

Concealment Device (CD). A container designed to hide materials. (HDI Lexicon, April 2008)

-- Also, innocuous object designed or adapted as a container for secreting and selected material or
equipment. Also called containers. (AFOSI Manual 71-142, 9 Jun 2000)
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-- Also, any one of a variety of innocuous devices used to secretly store and transport materials
relating to an operation. (Cl Centre Glossary)

-- Also, an object modified or fabricated to contain either a device or intelligence materials for the
purpose of covert storage, transport, placement within a target, or dead-dropping. (Spycraft)

Concept of Intelligence Operations. A verbal or graphic statement, in broad outline, of an intelligence
directorate’s assumptions or intent in regard to intelligence support of an operation or series of
operations. The concept of intelligence operations, which supports the commander’s concept of
operations, is contained in the intelligence annex of operation plans. The concept of intelligence
operations is designed to give an overall picture of intelligence support for joint operations. It is included
primarily for additional clarity of purpose. (JP 2.0)

Concept of Operations (CONOPS). A verbal or graphic statement that clearly and concisely expresses
what the joint force commander intends to accomplish and how it will be done using available resources.
The concept is designed to give an overall picture of the operation. (JP 5-0)

Concept Plan (CONPLAN). In the context of joint operation planning level 3 planning detail, an operation
plan in an abbreviated format that may require considerable expansion or alteration to convert it into a
complete operation plan or operation order. (JP 1-02 & JP 5-0)

Confidential Source. Any individual or organization that provides information to the U.S. Government on
matters pertaining to national security and expects, in return, that the information or relationship, or both,
will be held in confidence. This definition is not to be confused with “intelligence source” as used in the
Human Intelligence Community. (IC Standard 700-1, 4 Apr 2008)

-- Also, any individual or organization that has provided, or that may reasonably be expected to
provide, information to the United States on matters pertaining to the national security with the
expectation that the information or relationship, or both, are to be held in confidence. (DoD 5200.1-R,
Information Security Program, Jan 1997 and EO 13526, 31 Dec 2009)

Confusion Agent. Within DoD, none.

This term was previously in JP 1-02 (rescinded 11 Mar 2011): an individual who is dispatched by
the sponsor for the primary purpose of confounding the intelligence or counterintelligence
apparatus of another country rather than for the purpose of collecting and transmitting information.

Congressional Intelligence Committees. The Senate Select Committee on Intelligence (SSCI) and the
House Permanent Select Committee on Intelligence (HPSCI). Also see SSCI; HPSCI.

The 1980 Intelligence Oversight Act charged the SSCI and HPSCI with authorizing the programs
of US intelligence agencies and overseeing their activities.
-- SSCI website at http://intelligence.senate.gov/ and HPSCI at http://intelligence.house.gov/

Consensual Monitoring. Monitoring of communications for which a court order or warrant is not legally
required because of the consent of a party to the communication. (Attorney General’s Guidelines for
Domestic FBI Operations, 29 Sep 2008)

Consequence Management (CM). Actions taken to maintain or restore essential services and manage
and mitigate problems resulting from disasters and catastrophes, including natural, man-made, or terrorist
incidents. (JP 1-02 & JP 3-28)

Constraint. In the context of joint operation, a requirement placed on the command by a higher command
that dictates an action, thus restricting freedom of action. (JP 5-0, Joint Planning, 26 Dec 2006)
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Contact Report (CR). A report of an operational event; a format providing the officer the ability to
document routine aspects of operational activities not otherwise covered by other intelligence or
operational reporting. (National HUMINT Glossary)

-- Also, a report used during the conduct of source operations to document the circumstances of, and
establish a historical report of the operation. (Army FM 2.22-2, CI, Oct 2009)

Continental United States (CONUS). United States territory, including the adjacent territorial waters,
located within North America between Canada and Mexico. (JP 1-02)

Contingency. A situation requiring military operations in response to natural disasters, terrorists,
subversives, or as otherwise directed by appropriate authority to protect US interests. (JP 5-0, Joint
Planning, 26 Dec 2006)

Contingency Planning. The Joint Operation Planning and Execution System [JOPES] planning activities
that occur in noncrisis situations. The Joint Planning and Execution Community uses contingency
planning to develop operation plans for a broad range of contingencies based on requirements identified
in the Contingency Planning Guidance, Joint Strategic Capabilities Plan, or other planning directive.
Contingency planning underpins and facilitates the transition to crisis action planning. (JP 5-0, Joint
Planning, 26 Dec 2006) Also see crisis action planning.

Contingency Planning Guidance (CPG). The CPG fulfills the statutory duty of the Secretary of Defense to
furnish written policy guidance annually to the Chairman of the Joint Chiefs of Staff for contingency
planning. The SECDEF issues this guidance with the approval of the President after consultation with the
Chairman of the Joint Chiefs of Staff. The CPG focuses the guidance given in the National Security
Strategy and Defense Planning Guidance, and is the principal source document for the Joint Strategic
Capabilities Plan [see CJCSI 3110.01]. (JP 1-02)

Control. [In intelligence human source operations], the capacity of a case officer (and his service) to
generate, alter, or halt agent behavior by using or indicating his capacity to use physical or psychological
means of leverage. (Source: John P. Dimmer, Jr., “Observations on the Double Agent,” Studies in
Intelligence, vol. 6, no. 1 (Winter 1962), pp 57-72. Declassified, originally classified SECRET.)

-- Also, [in intelligence usage,] physical or psychological pressures exerted with the intent to assure
that an agent or group will respond as directed. (JP 1-02)

-- Also, physical or psychological pressure exerted on an agent to ensure that he or she responds to
directions from an intelligence agency or service. (Spy Book)

“A case officer does not control an agent the way he controls an automobile [or] the way a
policeman controls an informer. The intelligence officer who thinks of control in absolutes of black
and white does his operations a disservice; the areas of gray predominate.”

-- John P. Dimmer, Jr. (1962)

Controlled Counterintelligence Activities. Cl activities managed or monitored through a centralized
control system, involving direct or indirect engagement with FIS [Foreign Intelligence Service] through
human source or technical efforts. They include offensive CI operations, Cl investigations, CE projects...
intelligence polygraphs, and use of specialized techniques. (AR 381-20, Army CI Program, 15 Nov 1993)

Controlled Information. 1) Information conveyed to an adversary in a deception operation to evoke
desired appreciations; or 2) Information and indicators deliberately conveyed or denied to foreign targets
to evoke invalid official estimates that result in foreign official actions advantageous to US interests and
objectives. (JP 1-02)

Controlled Source. In counterintelligence use, a person employed by or under the control of an
intelligence activity and responding to intelligence tasking. (JP 1-02 and JP 2-01.2, Cl & HUMINT in Joint
Operations, 11 Mar 2011) Also see source; control; controlled source operation.
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Controlled Source Operation (CSO). A type of offensive counterintelligence operation (OFCO); see DoDI
S$-5240.09, OFCO, 29 Oct 2008.

Controlled Technical Services (CTS). The controlled use of technology to enhance counterintelligence
and human intelligence activities. (JP 1-02 and JP 2-01.2, Cl & HUMINT in Joint Operations, 11 Mar
2011)

CTS include asset communications, validation tools, tailored form factors, and technology or tools
used with sources or Cl and HUMINT officers to enhance their collection efforts. CTS are a
support function of Cl and HIMINT and are not independent operations.

--JP 2.01.2, CI & HUMINT in Joint Operations, 11 Mar 2011 (p. II-15)

Controlled Unclassified Information (CUI). Unclassified information that does not meet the standards for
National Security Classification under Executive Order 12958 but is (1) pertinent to the national interests
of the United States or to the important interests of entities outside the Federal Government, and (2)
under law or policy requires protection from unauthorized disclosure, special handling safeguards, or
prescribed limits on exchange or dissemination. (White House Memo, subj: Designation and Sharing of
Controlled Unclassified Information, dated 7 May 2008)

All federal agencies routinely generate, use, store, and share information that, while not
appropriate for “classification” under EO 12958 or other authority, nevertheless requires some level
of protection from unauthorized access and release. Currently this information is identified by over
100 unique markings and handling regimes, such as “Law Enforcement Sensitive,” “FOUO,” etc.

An Interagency Task Force reviewed the CUI framework and recommended that the definition of
CUI should be simplified to: All unclassified information for which, pursuant to statute, regulation,
or departmental or agency policy, there is a compelling requirement for safeguarding and/or
dissemination controls.

See Report and Recommendations of the Presidential Task Force on Controlled Unclassified
Information, 25 August 2009, at <http://www.dhs.gov/xlibrary/assets/cui_task_force_rpt.pdf>

Cooperative Contact. An asset validation term referring to an individual who wittingly responds to tasking
in certain areas, but is unwilling to enter into a controlled clandestine relationship. (National HUMINT
Glossary)

Co-Opted Worker or Co-Optee. A national of a country, but not an officer or employee of that country’s
intelligence service, who assists that service on a temporary or opportunity basis. (ICS Glossary & ClI
Community Lexicon)

Coordination. The process of sharing information regarding planned activity, affording potentially affected
parties the opportunity to comment, prior to undertaking action. The process of coordination does not
infer seeking authorization for action. (DoDD S-5200.37, 9 Feb 2009)

EO 12333 directs that the Director FBI coordinates Cl activities inside the U.S. and that Director
CIA coordinates ClI activities outside the U.S. For coordination of DoD CI activities see:

-- Attorney General/SECDEF “Agreement Governing the Conduct of Defense Department Cl in
Conjunction with the Federal Bureau of Investigation,” 9 Feb 1979 and supplement entitled
“DoD/FBI MOU Regarding Coordination of Counterintelligence Matters (U),” 1 Apr 1996.

-- DCID 5/1 and USD(l) Memo, subj: Procedures for Coordination of Cl Activities Outside the US,
4 Jan 2009

For coordination regarding HUMINT see ICD 304, Human Intelligence, 6 Mar 2008

GL-29



Cl Glossary -- Terms & Definitions of Interest for DoD CI Professionals (2 May 2011)

Coordinating Authority. A commander or individual assigned responsibility for coordinating specific
functions or activities involving forces of two or more Military Departments, two or more joint force
components, or two or more forces of the same Service. The commander or individual has the authority to
require consultation between the agencies involved, but does not have the authority to compel
agreement. In the event that essential agreement cannot be obtained, the matter shall be referred to the
appointing authority. Coordinating authority is a consultation relationship, not an authority through which
command may be exercised. Coordinating authority is more applicable to planning and similar activities
than to operations. (JP 1-02)

Counter surveillance (also countersurveillance). Measures or actions taken when under verified or
suspected surveillance. (DoDI S-5240.15, 20 Oct 2010) Also see surveillance.

-- Also, all measures, active or passive, taken to counteract hostile surveillance. (JP 1-02 &
JP 3-07.2)

-- Also, activities undertaken by intelligence professionals to determine whether US forces are being
surveyed [under surveillance] by potential adversaries. (Cole Commission Report, 8 Jan 2001)

-- Also ...security techniques designed to detect, prevent, or deceive hostile observation of friendly
operations or activities. (CI Community Lexicon)

-- Also, countersurveillance, term for the tradecraft technique of detecting hostile surveillance of a
person, rendezvous, safehouse, dead drop, et al. (Leo D Carl, The CIA Insider’s Dictionary, 1996)

-- Also, the practice of avoiding surveillance or making surveillance difficult. (Wikipedia)

Counter Threat Finance (CTF). Efforts to stop money that funds terrorism, proliferation, narcotics
networks, espionage, WMD networks, trafficking in persons, weapons trafficking, precursor chemical
smuggling, and other activities that generate revenue through illicit trafficking networks. (A Guide to
Counter Threat Finance Intelligence by Marilyn B. Peterson, 2009) Also see threat finance.

See DTM 08-034, DoD Counterthreat Finance (CTF) Policy, 2 Dec 2008

A DoD strategy for Counter Threat Finance is under development. The draft strategy offers a
baseline definition for CTF: the means to detect, counter, contain, disrupt, deter, or dismantle the
transnational financing of state and non-state adversaries threatening U.S. national security.

-- CTF Activities and Capabilities [within DoD]. DoD activities and capabilities, apart from those
included under CTF intelligence, to deny, disrupt, destroy, or defeat financial systems and networks that
negatively affect U.S. interests. This includes those activities and capabilities undertaken by other
Government agencies and/or partner nations. CTF activities include, WMD networks, trafficking in
persons, weapons trafficking, precursor chemical smuggling, terrorist revenue and logistics, and other
such activities that generate revenue through illicit trafficking networks.

-- CTF Intelligence [within DoD]. DoD intelligence actions, including those undertaken with other U.S.
Government agencies and/or coalition partners, that involves the collection, processing, integration,
evaluation, analysis, interpretation, production, and dissemination of intelligence products in support of
CTF activities and capabilities. CTF intelligence includes, but is not limited to, counternarcotics,
Counterproliferation, counterterrorism, counterintelligence, and information operations.

Counterdeception. Efforts to negate, neutralize, diminish the effects of, or gain advantage from a foreign
deception operation. Counterdeception does not include the intelligence function of identifying foreign
deception operations. (JP 1-02) Also see deception; military deception.
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Counterespionage. That aspect of counterintelligence designed to detect, destroy, neutralize, exploit, or
prevent espionage activities through identification, penetration, manipulation, deception, and repression
of individuals, groups, or organizations conducting or suspected of conducting espionage activities.

(JP 1-02 and JP 2-01.2, Cl & HUMINT in Joint Operations, 11 Mar 2011)

-- Also, actions undertaken to investigate specific allegations or circumstances and to acquire
information concerning a person or persons involved in the violation of US espionage laws. (National
HUMINT Glossary)

It is essential to seek out enemy agents who have come to conduct espionage against you...
-- Sun Tzu, Art of War (circa 500 B.C.)

Counterespionage... is a widely misunderstood branch of secret operations.... CE is an offensive
operation, a means of obtaining intelligence about the opposition by using—or, more usually,
attempting to use—the opposition’s operations. CE is a form of secret intelligence operation, but it
is a form so esoteric, so complex and important as to stand by itself.

-- Christopher Felix (James McCargar), A Short Course in the Secret War, 4™ Edition (2001)

Counterespionage (CE) is the offensive, or aggressive, side of counterintelligence. It involves the
identification of a specific adversary and a knowledge of the specific operation he is conducting.
Counterespionage personnel must then attempt to counter these operations by infiltrating the
hostile service (called penetration) and through various forms of manipulation. Ideally, the thrust of
the hostile operation is turned back against the enemy.

-- Senate Report # 94-755, aka Church Committee Report, 26 April 1976, p. 166

Counterguerrilla Operations. Operations and activities conducted by armed forces, paramilitary forces, or
nonmilitary agencies against guerrillas. (JP 1-02 & JP 3-24)

Counterinsurgency (COIN). Those military, paramilitary, political, economic, psychological, and civic
actions taken by a government to defeat insurgency. (JP 1-02 & JP 3-24)

Counterintelligence (Cl). Information gathered and activities conducted to identify, deceive, exploit,
disrupt, or protect against espionage, other intelligence activities, sabotage, or assassinations conducted
for or on behalf of foreign powers, organizations or persons, or their agents, or international terrorist
organizations or activities. (Executive Order 12333, as amended 30 July 2008 and JP 2-01.2, Cl &
HUMINT in Joint Operations, 11 Mar 2011)

Counterintelligence... countering adversarial intelligence threat
For DoD CI policy, see DoDD 0-5240.02, Counterintelligence.

-- Also, information gathered and activities conducted to protect against espionage, other intelligence
activities, sabotage, or assassinations conducted by or on behalf of foreign governments or elements
thereof, foreign organizations, or foreign persons, or international terrorist activities. (JP 1-02)

Note: In update to JP 1-02, definition will be revised to reflect current definition in EO 12333 (cited above).

-- Also, encompasses actions taken to detect and counteract foreign intelligence activity that
adversely affects U.S. national security interest. (WMD Report, 31 Mar 2005)

-- Also, intelligence activity, with its resultant product, devoted to destroying the effectiveness of
inimical foreign intelligence activities and undertaken to protect the security of the nation and its
personnel, information, and installations against espionage, sabotage, and subversion. Includes the
process of procuring, developing, recording, and disseminating information concerning hostile clandestine
activity and of penetrating, manipulating, or repressing individuals, groups, or organizations conducting
such activity. (National Security Council Intelligence Directive [NSCID] No. 5, 17 Feb 1972)
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-- Also, counters or neutralizes foreign intelligence and security services (FISS) and international
terrorist organizations (ITO) intelligence collection efforts. It does this through collection, CI
investigations, operations, analysis, production, and functional and technical services. Cl includes all
actions taken to detect, identify, track, exploit, and neutralize the multidiscipline intelligence activities of
friends, competitors, opponents, adversaries, and enemies. It is the key intelligence community
contributor to the protection of U.S. interests and equities. Cl helps identify EEFIs [essential elements of
friendly information] by identifying vulnerabilities to threat collection and actions taken to counter
collection and operations against U.S. forces. (Army FM 2-0, Intelligence, 23 Mar 2010)

Counterintelligence: [noun] intelligence activities concerned with identifying and
countering the threat to security posed by hostile intelligence organizations or by
individuals engaged in espionage or sabotage or subversion or terrorism.

% perdictionary

Cl “embraces all activities, human and technical, whether at home or abroad, that are
undertaken to identify, assess, neutralize and exploit foreign intelligence threats...
counterintelligence is inherently a strategic, national security instrument.”
-- Hon. Michelle Van Cleave, NCIX, 18 Nov 2004

Counterintelligence’s core mission can be simply stated as countering adversarial intelligence
threats. It is the business of identifying and combating foreign intelligence threats through
knowledge and action -- knowledge of and action in countering global adversarial intelligence
threats posed by a variety of intelligence entities directed by foreign states, as well as non-state
actors, such as transnational terrorist groups.

Cl “is a strategic instrument available to states to protect themselves and advance their
interests in the struggle for power, wealth, and influence. ...But the end product, the
mission of counterintelligence, is action—action to protect against foreigners and
action to manipulate foreigners in the service of national goals.”
-- Roy Godson (1995)

Cl is an integral component of U.S. Intelligence—historically and doctrinally, as well as by statute,
executive order and policy. Cl is an “intelligence activity” in accordance with the National Security
Act of 1947 and EO 12333, which both specifically define “intelligence” as including
counterintelligence and foreign intelligence. Cl is intelligence activity focused on undermining the
effectiveness of -- as well as exploiting -- adversary intelligence activities directed against US
national security interests. Counterintelligence is one word in the United States (it is not counter
intelligence or counter-intelligence).

Counterintelligence an instrument of national security...
“A ‘special form’ of intelligence activity, separate and distinct from other disciplines.”
-- U.S. Senate Report 94-755, 26 April 1976

Cl is often confused with the foreign intelligence (FI) collection discipline referred to as human
intelligence or HUMINT. Although Cl and HUMINT are both intelligence activities that operate in
the human domain, they are distinctly different. Both use human sources but is each focused on
distinctly different content, as well as outcomes. The need for Cl knowledge and action is much
different from the need for FI collection.

Cl wages “nothing less than a secret war against antagonist intelligence services.”
-- U.S. Senate Report 94-755, 26 April 1976

-- Also, Cl encompasses information collections, analysis, investigations and operations conducted to
identify and neutralize espionage and foreign intelligence activities, the intelligence-related activities of
terrorists, and adversary efforts to degrade, manipulate or covertly influence U.S. intelligence, political
processes, policy or public opinion. (NIPF [U], Jul 2006)
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-- Also, Cl may also be thought of as knowledge needed for the protection and preservation of the
military, economic, and productive strength of the United States, including the security of the Government
in domestic and foreign affairs against or from espionage, sabotage, and all other similar clandestine
activities designed to weaken or destroy the United States. (Report of the Commission on Government
Security - 1957, as cited in Church Committee Report, 26 April 1976, p. 163, footnote 1)

Cl works closely with intelligence, security, infrastructure protections and law enforcement to
ensure an integrated approach to the protection of U.S. forces, our intelligence and national assets,
U.S. research, development and technology, and the U.S. economy.

Cl is composed of both offensive and defensive elements. Offensive Cl includes the penetration
and deception of adversary groups. Defensive Cl involves protecting vital U.S. national security
related information from being obtained or manipulated by an adversary’s intelligence
organizations, activities and operations. This two-pronged approach forms a comprehensive Cl
strategy that is informed by collection results and feeds more effective Cl operations.

Counterintelligence is a universal constant that should be factored in whenever U.S. intelligence or
national security capabilities are deployed or when we are targeted by our adversaries. ‘Every’
U.S. intelligence capability and requirement needs to be protected and ‘every’ intelligence threat
deployed against us should be countered by effective offensive and defensive CI.

-- NIPF - Intelligence Topic Definitions and Information Needs (U), July 2006

Counterintelligence Activities. [An alternate term for] One or more of the five functions of
counterintelligence: operations, investigations, collection, analysis & production, and functional services.
(JP 1-02 and DoDD 0-5240.02, Counterintelligence, 20 Dec 2007) Also see counterintelligence
functions.

Counterintelligence Activities in Cyberspace. CI activities in cyberspace include those forensics
examinations of DoD affiliated information systems and other approved virtual or on-line activities to
identify, disrupt, neutralize, penetrate, or exploit FIEs [Foreign Intelligence Entities]. DoD CI activities in
cyberspace do not include Offensive Computer Operations as defined in NSPD-38 or the collection and
processing of technical and intelligence information derived from foreign communications by other than
an intended recipient. (DoDI S-5240.23, Cl Activities in Cyberspace (U), 13 Dec 2010)

Counterintelligence Analysis. The methodical process of examining and evaluating information to
determine the nature, function, interrelationships, personalities, and intent regarding the intelligence
capabilities of foreign powers, international terrorists, and other entities. (DoDD 0-5240.02,
Counterintelligence, 20 Dec 2007)

Astute analysis is [a] critical enabler... Strategic analysis allows DoD CI to understand today’s risk
environment. ...[it] allows the Department to learn and use an adversary’s pressure points to
influence its actions. -- DoD Counterintelligence Strategy - FY 2004

Cl analysis informs decision makers, drives collections,
shapes operations, and enables mission execution

“Effective counterintelligence analysis is a tall order. Good macro-analysis is not synonymous with
journalism, or narrative description, or even investigations. Macro-counterintelligence analysis is
meant to be explanatory, systematic, empirical, cumulative, reliable, comprehensive, integrated,
and policy relevant. Analysis should discover and connect the seemingly disconnected, illuminate
hidden relationships, identify unseen linkages, reveal patterns of activity and behavior heretofore
unobserved. Good counterintelligence analysis should provide reliable knowledge and authoritative
judgments to policymakers and operators. The product of counterintelligence and security analysis
is understanding and explanation, and if possible, to answer the questions how and why.”

-- Kenneth E, deGraffenreid, Countering Hostile Intelligence Activities as a Strategic Threat (1989)

-- Also, the process of examining and evaluating information to determine the nature, function,
interrelationships, personalities, and intent regarding the intelligence capabilities of state and non-state
actors and other entities and activities of Cl interest. (JP 2.01.2, CI & HUMINT in Joint Operations, 11 Mar
2011)
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-- Also, a step in the process of producing timely, accurate, and relevant assessments regarding the
actual and potential foreign intelligence and international terrorist threat to Department of Defense in
which the collected information is subjected to review to identify significant facts for subsequent
interpretation. (AR 381-20, Army Cl Program, 25 May 2010)

| can't possibly overstate the importance of good research. Everyone goes through life dropping
crumbs. If you can recognize the crumbs, you can trace a path all the way back from your death
certificate to the dinner and a movie that resulted in you in the first place. But research is an art, not
a science, because anyone who knows what they're doing can find the crumbs, the wheres, whats,
and whos. The art is in the whys: the ability to read between the crumbs, not to mix metaphors. For
every event, there is a cause and effect. For every crime, a motive. And for every motive, a
passion. The art of research is the ability to look at the details, and see the passion.

-- Daryl Zero, The Zero Effect (1998)

Cl analysis... look at the details and see the passion
For a “snap shot” of Cl analysis see Irvin D . Sugg, Jr., Basic Counterintelligence Analysis in a

Nutshell: Quick Reference Guide, n.d., Joint Counterintelligence Academy (JCITA).
Copy available at: <http://www.ntis.gov/search/product.aspx?ABBR=PB2010105593>

Counterintelligence Analysis and Production Council (CIAPC). The principal forum for coordinating Cl
analysis and production requirements, discussing Cl analysis and production priorities within the
enterprise, and discussing other IC issues. (DoDI 5240.18, Cl Analysis & Production, 17 Nov 2009)

CIAPC Membership: The Director, Defense Cl & HUMINT Center (DCHC), appoints the Chair.
Core membership includes the DCHC analysis and production enterprise manager and the
managers of the Defense Cl Component analysis and production elements. The Chair may expand
membership, to include other full-time or permanent part-time Federal employees.

Counterintelligence Analysis and Production Element. The element within a Defense Cl Component that
performs Cl analysis in any form; produces a Cl analytical product in any of the categories of Cl analysis;
or responds to requests for Cl analysis from an internal organization and/or from organizations external to
the Defense Cl Component. (DoDI 5240.18, Cl Analysis & Production, 17 Nov 2009)

Counterintelligence Analysis Report. A document produced by a Cl analysis and production element
stating the results of analysis regarding a relevant Cl topic, event, situation, or development, and
containing the characteristics outlined in [DoDI 5240.18] Appendix 2 to Enclosure 3. (DoDI 5240.18, ClI
Analysis & Production, 17 Nov 2009)

Counterintelligence Analytical Product. Any document that contains the work of, is supported by,
collaborated on, or produced by a Cl analyst at any echelon within a Defense Cl Component. It may or
may not include CI production. (DoDI 5240.18, CI Analysis & Production, 17 Nov 2009)

Objectives of Cl analytical products are to: 1) Outline, describe, or illustrate the threat posed by an
Foreign Intelligence Entity (FIE) to installations, personnel, assets, operations, or resources; 2)
Identify opportunities to conduct offensive Cl operations (OFCO) targeting a FIE; and 3) Identify CI
investigative opportunities.

Cl analytical products seek to satisfy a core Cl production requirement to identify people,
organizations, locations, activities, and resources associated with a FIE or a target of a FIE.

Within DoD, ClI analytical products are categorized based on the purpose of the product, analytical
effort, the production timeline, and other distinguishing characteristics. The primary categories of
Cl analytical products are: 1) Assessment, 2) Analysis Report, 3) Threat Advisory, and 4)
Functional Support. Associated analytical products with Cl collections, investigations and
operations are summarized below.

-- Analytical products associated with CI collections are:

Collection Support Brief. Provides near-comprehensive background detail on a collection issue to
guide and enhance collection efforts. (DoDI 5240.18, 17 Nov 2009)
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Collection Source Evaluation. An evaluation of a source to determine if the information provided is
valuable and credible and to ascertain the reliability and veracity of the source. (DoDI 5240.18, 17
Nov 2009)

Collection Emphasis. Supplements a standing collection requirement and identifies areas of
emphasis or information gaps to the CI collector. (DoDI 5240.18, 17 Nov 2009)

Source-Directed Requirement. Established by a Cl analysts based on knowledge of a source’s
access and placement to necessary information. (DoDI 5240.18, 17 Nov 2009)

IIR Evaluation. An analyst’s evaluation of how well an IIR satisfied the intelligence requirement for
which it was collected. (DoDI 5240.18, 17 Nov 2009)

-- Analytical products associated with Cl investigations are:

Investigative Analysis Report. An evaluation of all available information obtained during a Cl inquiry
to determine if an investigation is warranted; an evaluation of an on-going Cl investigation to develop
leads, identify trends, patterns, or anomalies in furtherance of the investigative effort; or produced at
the conclusion of a Cl investigation to identify previously unknown methods of operation, describe
lessons learned, and to support damage assessments when initiated. (DoDI 5240.18, 17 Nov 2009)

Investigative Source Evaluation. An evaluation of a source to determine if the information provided is
valuable and credible, and to ascertain the reliability and veracity of the source. (DoDI 5240.18, 17
Nov 2009)

Investigative Support Package. An evaluation of all available information pertaining to an unknown
subject Cl inquiry or investigation in an effort to identify a person, place, or thing of Cl interest based
on analysis of the information. (DoDI 5240.18, 17 Nov 2009)

-- Analytical products associated with Cl operations are:

Operational Analysis Report. An evaluation of information from a variety of sources to determine if
favorable conditions are present for initiation of a Cl operation and the report may offer suggestions
as to the type of asset and/or the access and placement required to meet the foreign essential
elements of information requirements. (DoDI 5240.18, 17 Nov 2009)

Operational Asset Evaluation. Evaluates an asset'’s reliability and veracity in a Cl operation.
(DoDI 5240.18, 17 Nov 2009)

Operational Support Package. Comprehensive analysis of all available intelligence on a target of
interest to a Defense Cl Component or determined to be of interest to DoD CI. It details the
significance of the target, relates it to strategic objectives, identifies desired effects, and suggests
methods of engagement to achieve desired results. (DoDI 5240.18, 17 Nov 2009)

Counterintelligence Assessment. A document produced by a Cl analysis and production element stating
the in-depth and comprehensive results of analysis regarding a relevant Cl topic, event, situation, or
development, and contains the characteristics outlined in [DoDI 5140.18] Appendix 2 to Enclosure 3.
(DoDI 5140.18, Cl Analysis & Production, 17 Nov 2009)

Counterintelligence Awareness. A state of being aware of the sensitivity of classified information one
possesses, collaterally aware of the many modes of operation of hostile intelligence persons and others
whose interests are inimical to the United States while being able to recognize attempts to compromise
one’s information, and the actions one should take, when one suspects he has been approached, to
impart the necessary facts to trained counterintelligence personnel. (DoD 5220.22.22-M-Sup 1, NISPOM
Supplement, Feb 1995)
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Counterintelligence Awareness Products. A DoD Component’s analysis of a Cl topic, event, situation,
issue, or development. These products differ from an assessment in that they are often time sensitive, are
published as needed or annually, and normally do not require extensive research to produce. Products of
this nature ensure a consistent flow of appropriately classified or categorized threat information is
available to the community to increase awareness and action as appropriate. The Defense Security
Service “Technology Collection Trends in Defense Industry” and the Office of the National
Counterintelligence Executive “Annual Report to Congress on Foreign Economic Espionage” are
examples of products meeting this objective. (DoDI 5200.39, 16 Jul 2008)

Counterintelligence Campaign (Cl Campaign). See DoD Counterintelligence Campaign.

Counterintelligence Collection. The systematic acquisition of information (through investigations,
operations, or liaison) concerning espionage, sabotage, terrorism, other intelligence activities or
assassinations conducted by or on behalf of foreign governments or elements thereof, foreign
organizations, or foreign persons that are directed against or threaten DoD interests. (JP 1-02)

-- Also, the systematic acquisition of intelligence information to answer CI collection requirements.
(DoDI S-5140.17, CI Collection, 12 Jan 2009) Also see Military Counterintelligence Collection.

-- Also, the systematic acquisition of information to answer CI collection requirements. (JP 2.01.2, CI
& HUMINT in Joint Operations, 11 Mar 2011)

Cl Collection feeds analysis... analysis in turn informs
decision makers, drives collections, shapes operations, and enables mission execution

Cl collection activities are designed to collect specific information or develop leads concerning
adversary intelligence collection requirements, capabilities, efforts, operations, structure,
personalities, and methods of operations targeting US interests. CI collection can result from
ongoing Cl investigations or operations or serve to initiate Cl investigations and/or operations.

Types of Cl collection within DoD include: Military Counterintelligence Collection (MCC); CI
debriefing of enemy prisoners of war, displaced persons, and refugees; Cl debriefings & interviews;
liaison; open source & media exploitation; and Cl collection in the cyberspace domain.

See DoDI S-5240.17, CI Collection (U), 12 Jan 2009 for DoD policy and additional information.

Counterintelligence Collection in Cyberspace. The use of cyber means as the primary tradecraft
methodology to engage in targeting and collecting cyber based FIE [Foreign Intelligence Entity] activities.
ClI Collection in cyberspace may include the use of authorized non-attributable Internet connections,
development and use of national cyber personas, use of authorized obfuscation techniques, as well as
appropriate digital tradecraft and cover. (DoDI S-5240.23, CI Activities in Cyberspace (U), 13 Dec 2010)

Counterintelligence Collection Operations. Intelligence collection operations that use human sources and
Cl resources to answer validated CI requirements. Cl collection operations are deliberate, planned
activities primarily using human sources to satisfy one or more validated Cl information requirements.
(DoD CI Collection Integrated Working Group Handbook 1-02, 8 Aug 2006)

Counterintelligence Controlled Source Operation (Cl CSO). A type of offensive counterintelligence
operation (OFCO); see DoDI $-5240.09, OFCO, 29 Oct 2008.

Counterintelligence Coordinating Authority (CICA). A designated CI representative in country, the CICA
coordinates, deconflicts, and/or synchronizes all joint Cl issues in the country with the Service CI
elements assigned to or operating within that country, and with the US embassy or consulate. (JP 2-01.2,
Cl & HUMINT in Joint Operations, 11 Mar 2011) Also see Command Counterintelligence Coordinating
Authority (CCICA).
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Counterintelligence Cyber Investigation. An investigation using techniques that identify and interdict the
misuse of DoD information systems by a trusted insider or an external intruder. These investigations may
involve computer intrusions, exceeding authorized network access, denial of service attacks, or the
introduction of a virus or a malicious code. (DoDI 5240.19, CI Support to the Defense Critical
Infrastructure Program, 27 Aug 2007)

Counterintelligence Effects-Based Operations (Cl EBO). As applied to counterintelligence, effects-based
operations is a process for obtaining a desired strategic outcome of effect on adversary intelligence
activities through the synergistic, multiplicative, and cumulative application of the full range of ClI
capabilities at the tactical, operational and strategic levels, to include leveraging non-Cl capabilities.
Successful Cl effects-based operations rest on an explicit linking of Cl actions to desired strategic
outcomes. ClI effects-based operations proactively shape the battlespace in our war against adversary
intelligence activities and terrorist networks through the robust execution of full-spectrum CI capabilities
across the entire spectrum of conflict in an orchestrated and synchronized manner to achieve national,
departmental, and combatant commander objectives.

Counterintelligence Enhancement Act of 2002. The act facilitates enhancement of US counterintelligence
activities by: (1) enabling the counterintelligence community of the US Government to fulfill better its
mission of identifying, assessing, prioritizing, and countering the intelligence threats to the United States;
(2) ensuring that the counterintelligence community of the US Government acts in an efficient and
effective manner; and (3) providing for the integration of all the US ClI activities. The act also established
the National Counterintelligence Executive (NCIX), the National CI Policy Board and the Office of the
National Cl Executive (ONCIX) which replaced the National Counterintelligence Center (NACIC).

(§§ 901-904 PL 107-306) Link to the act available at <http://www.ncix.gov/publications/law/index.html>

Counterintelligence Flags. Indicators that should alert a source handler to suspicious action that may
bring the source’s bona fides into question. DoDI S-3325.07, Guidance for the Conduct of DoD Human
Source Validation (U), 22 Jun 2009.

Counterintelligence Force Protection Detachment. See Force Protection Detachment (FPD).

Counterintelligence Functions. The five functions of counterintelligence: operations, investigations,
collection, analysis & production, and functional services. (JP 1-02) Also see Cl Activities.

Cl functions are interrelated, mutually supporting, and can be derived from one another.

Functions vs. Missions: “Functions differ from Cl missions in that missions focus on end results to
be accomplished, rather than on the means for accomplishment. *
-- Mission Area Analysis of DoD Counterintelligence, Institute for Defense Analyses, May 1999, p.7

Functions are useful terms of reference to describe “what is done”
Missions focus on the “objectives” for the ClI efforts

Counterintelligence Functional Services. Cl activities that support other intelligence or DoD operations by
providing specialized defensive Cl services to identify and counter the intelligence capabilities and
activities of terrorists, foreign powers, and other entities directed against US national security.

(DoDD 0-5240.02, Counterintelligence, 20 Dec 2007)

-- Also, Cl activities that support other intelligence or DoD operational activities, providing specialized
defensive Cl services to identify and counter terrorism, espionage, sabotage and related activities of
foreign intelligence services. (DoDI 5240.16, DoD CI Functional Services, 21 May 2005)

-- Also, CI activities countering foreign intelligence service and terrorist threats to personnel, facilities,
operations, research, critical technology, and critical infrastructure. These may include CI staff support to
operational planning, military exercises, treaty-mandated inspections; Red Team activities; Cl awareness
briefing and/or debriefing programs; and physical and electronic surveillances and/or counter-
surveillances. (DoDI 5240.10, CI Support to COCOMSs and Defense Agencies, 14 May 2004)
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-- Also, CI activities that support other intelligence or DoD operational activities, providing specialized
defensive Cl services to identify and counter terrorism, espionage, sabotage, and related activities of
Foreign Intelligence Entities. (JP 2.01.2, ClI & HUMINT in Joint Operations, 11 Mar 2011)

For more in-depth information regarding CI functional services see Department of Defense, Cl
Functional Services Integrated Working Group Handbook, Doctrine, Tactics, Techniques, and
Procedures for Counterintelligence Functional Services, 19 Feb 2009. This handbook further
defines Cl functional services as: those activities that are not unique to other CI functions and that
support other CI functions and missions; specialized services, which are not inherently Cl but
support the Cl mission and functions.

Within DoD, CI functional services consist of basic Cl activities (including espionage detection and
Cl support to military operations) and specialized services (e.g., polygraph/credibility assessments,
TSCM, behavioral science support, cyber services).

Counterintelligence Functional Support Plan (Cl FSP). Director Defense Cl and HUMINT Center is
responsible for preparation of Cl FSPs as part of the Intelligence Planning process (CJCSM 3314.01).
Format for CI FSPS is provided at enclosure E to CJCSM 3314.01, Intelligence Planning, 28 Feb 2008.

Counterintelligence Inquiry. An examination of the facts surrounding an incident of potential Cl interest,
to determine if a Cl investigation is necessary. (DoDD 5240.02, Cl, 20 Dec 2007 with Change 1, 30 Dec
2010)

For information regarding Cl inquiries within DoD see: 1) DoDI 0-5240.21, CI Inquires, 14 May
2009, which provides DoD policy and outlines the procedures for initiating and conducting Cl
Inquires; and 2) DoD, CI Functional Services Integrated Working Group Handbook, Doctrine,
Tactics, Techniques, and Procedures for Counterintelligence Functional Services (U), 19 Feb 2009.

According to the DoD handbook on ClI functional services, “[w]ithin DoD a CI inquiry does not
require “investigative authority” as it is not a Cl investigation.” A Clinquiry is designed to gather
information, identify and/or verify the credibility of potential sources and subjects(s) of Cl interest,
and to recommend appropriate action if the inquiry does not resolve the matter. The goal is to
establish or refute a reasonable belief that a particular person is acting for or on behalf of, or an
event is related to, a foreign power engaged is spying, or committing espionage, sabotage, or other
national security crimes (e.g., treason), or international terrorist activities. Establishment of
reasonable belief provides the basis for opening a Cl investigation. Once a reasonable belief is
established the matter must be refer to the appropriate Military Department Cl organization and/or
the FBI [see Section 811 referral]. Refer to the definition of reasonable belief.

The DoD handbook stresses that “[w]ithin DoD, only Military Department Cl organizations have CI
investigative authority and may, accordingly, use the intrusive techniques provided for in
Procedures 5 through 13 of DoD 5240.1-R.... Itis absolutely vital that Cl personnel obtain
guidance from their own organization’s legal counsel as to what specific investigative techniques
and activities are allowable in their organization and approval from their organization’s leadership
to employ those techniques in the course of Cl activity.”

A Cl Inquiry is not a Cl investigation, but it can provide the basis for a Cl investigation.

Counterintelligence Insider Threat. A known or suspected person who uses their authorized access to
DoD facilities, systems, equipment, or infrastructure to cause damage, disrupt operations, or commit
espionage on behalf of a FIE [Foreign Intelligence Entity]. (DoDI S-5240.23, Cl Activities in Cyberspace
(U), 13 Dec 2010) Also see Insider Threat.
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Counterintelligence Investigation. An official, systematic search for facts to determine whether a
person(s) is engaged in activities which may be injurious to U.S. national security or advantageous to a
foreign power. (JP 1-02) Also see counterintelligence inquiry, investigation.

The agencies responsible for the investigation and ultimate referral for prosecution of violations of
US espionage law (primarily Sections 792-798, Chap 37 of Title 18) are the FBI and the CI
components of the military services that participate in the DoD Foreign Cl Program (FCIP).

Within DoD, all significant Cl activities must be reported promptly to the Director, Defense
Cl & HUMINT Center IAW DoDD 0-5240.02 (see encl 4 for significant Cl reporting criteria).

The Secretaries of the Military Departments exercise authority, direction, and control over Cl
investigations and attendant matters (para 5.10.3, DoDD 0-5240.02).

-- Also, formal investigative activities undertaken to determine whether a particular person is acting
for or on behalf of, or an event is related to, a foreign power engaged in spying or committing espionage,
sabotage, treason, sedition, subversion, assassinations, or international terrorist activities, and to
determine actions required to neutralize such acts. (DoDI 5240.04, CI Investigations, 4 February 2009)

-- Also, inquiries and other activities undertaken to determine whether a particular person is acting for
or on behalf of, or an event is related to, a foreign power for espionage, treason, spying, sedition,
subversion, sabotage, assassinations, international terrorist activities, and actions to neutralize such acts.
(DoDD 0-5240.02, Counterintelligence, 20 Dec 2007)

-- Also, includes inquiries and other activities undertaken to determine whether a particular United
States person is acting for, or on behalf of, a foreign power for the purposes of conducting espionage and
other intelligence activities, sabotage, assassinations, treason, international terrorist activities, and
actions to neutralize such acts. (DoD 5240.1-R, Procedures Governing the Activities of DoD Intelligence
Components that Affect United States Persons, 7 Dec 1982)

-- Also, formal investigative activities undertaken to determine whether a particular person is acting
for or an behalf of, or an event is related to, a foreign power engaged in spying or committing espionage,
sabotage, treason, sedition, subversion, assassinations, or international terrorist activities, and to
determine actions required to neutralize or exploit such acts. (JP 2.01.2, 11 Mar 2011)

-- Also, the systematic collection of information regarding a person or group which is, or may be,
engaged in espionage or other clandestine intelligence activity, sabotage, or international terrorist
activities conducted for, or on behalf of, foreign powers, organizations, or persons. (Cl Community
Lexicon)

The first priority for all Cl investigative situations is to assess for possible exploitation.
-- Army FM 2-22.2, Counterintelligence, October 2009

Cl investigations focus on resolving allegations of known or suspected acts that may constitute
national security crimes under U.S. law or Uniform Code of Military Justice (UCMJ). Investigative
actions must preserve the potential for legal action and when appropriate exploit threatening
intelligence collection directed against DoD. In simple terms, Cl investigations seek to identify
spies and put them out of business. Cl investigations are about discovering the facts and
conveying them to decision makers, while maintaining a full range of options, including
apprehension, prosecution, expulsion, as well as exploitation.

Credentialed Cl Special Agents use specialized investigative techniques and methodologies to
gather intelligence (facts/evidence) about known and/or suspected acts that may constitute
National Security crimes, e.g., espionage, treason, spying, etc. All investigative activities are
conducted within guidelines established in applicable departmental policy/directives, Attorney
General Guidelines, and U.S. federal statutes. DoD ClI investigations are conducted in a manner to
“preserve” the potential for prosecution of all culpable parties identified.
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Cl investigative results also contribute to the identification and elimination of security vulnerabilities;
identification of current foreign intelligence tradecraft, agent handlers/operatives and their support
networks; assessment of damage to DoD and National Security; and improvement of the overall
DoD security posture, as well as assisting decision makers in risk management decisions.

DoD ClI investigations are conducted in accordance with DoDI 5240.04, ClI Investigations. The
DoD agencies responsible for Cl investigations and the ultimate referral for prosecution of
violations of US espionage law (primarily §§ 792-798, Chap 37, Title 18 USC) are the CI
components of the military departments, i.e., NCIS, AFOSI, and Army CI.

See Stuart A. Herrington, Traitors among Us: Inside the Spy Catcher's World (2000), for an
excellent overview of two Army Cl investigations concerning Clyde Conrad and James Hall.

Spy catching... the surgery of counterintelligence

“The thankless and exhausting task of tracking down
atraitor always seems much easier in retrospect than in prospect.
The clues always seem so obvious—but only after the hunt has caught its prey.”

-- Markus Wolf, Former Director HVA, East German Intelligence Service (1958-1987)

Counterintelligence Mission. Exploit and defeat adversarial intelligence activities directed against US
interests; protect the integrity of the US intelligence system; provide incisive, actionable intelligence to
decision makers at all levels; protect vital national assets from adversarial intelligence activities; and
neutralize and exploit adversarial intelligence activities targeting the armed forces. (ONCIX website:
<http://www.ncix.gov/about/mission.html>)

Counterintelligence Missions (aka Cl Mission Areas). DoD ClI responsibilities to support force protection,
DoD research and technology protection, infrastructure protection, and information & capabilities
protection [counterespionage]. (DoDD 5240.16, DoD CI Functional Services, 21 May 2005)

Counterintelligence Mission Manager. The National Counterintelligence Executive (NCIX) serves as the
Mission Manager for Counterintelligence IAW Intelligence Community Directive (ICD) 900. Also see
mission managers.

Counterintelligence Mission Tasking Authority (Cl MTA). The authority to task a Military Service ClI
organizations’ headquarters or a Defense Agency’s organic Cl element to execute a specific Cl mission
or conduct a Cl function within that organization’s Cl charter. (DoDD 0-5240.02, Cl, 20 Dec 2007)

Director, Defense Cl & HUMINT Center, exercises Cl MTA to ensure the effective integration and
synchronization of the DoD Cl community (para 5.2.3, DoDD 0-5240.02).

Counterintelligence Operational Concept/Proposal. The document used to propose an offensive
counterintelligence operation (OFCO) which serves as the basis for the planning, review, and approval
process. (AR 381-20, Army ClI Program, 25 May 2010)

Counterintelligence Operational Lead (CIOL). Counterintelligence referral from CIA operations; generally
produced and disseminated by the Counterespionage Group (CEG), Counterintelligence Center (CIC) at
CIA headquarters. (902d MI Group Investigative Handbook, Feb 2007)

Counterintelligence Operational Tasking Authority (CIOTA). The levying of Cl requirements specific to
joint military activities and operations. Counterintelligence operational tasking authority is exercised
through supporting components. (JP 1-02 and DoDI 5240.10, 14 May 2004)
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Counterintelligence Operations. Proactive activities designed to identify, exploit, neutralize, or deter
foreign intelligence collection and terrorist activities directed against the United States. (JP 1-02)
Also see Offensive Counterintelligence Operation (OFCO); recruitment-in-place (RIP); penetration;
penetration operation.

-- Also, operations/efforts intended to negate, confuse, deceive, subvert, monitor, or control the
clandestine collection operations of foreign governments or agencies. (Cl Community Lexicon)

-- Also, activities taken to hinder the multidisciplinary activities of foreign intelligence and security
services, and to cause FIS to doubt the validity of its own analysis. (AR 381-20, Army CI, 15 Nov 1993)

Counterintelligence Operations—one of five Cl functions—are conducted to:

e manipulate, disrupt, neutralize and or destroy the effectiveness of foreign intelligence activities;

o recruit or induce defection of foreign intelligence officers and personnel;

e collect threat information on foreign intelligence operations, modus operandi, intelligence
requirements, targeting, objectives, personalities, communications, capabilities, limitations, and
vulnerabilities;

provide information and operations databases to support decision makers;

provide Cl support to clandestine human intelligence operations;

identify past, ongoing or planned espionage;

support force protection, operations other than war and peacekeeping;

acquire foreign intelligence espionage equipment for analysis and countermeasures development;
develop operational data, threat data and espionage leads for future Cl operations, investigations,
and projects and develop the potential of these leads to enhance DoD security overall; and

e support specific [Service], Chairman Joint Chiefs of Staff, DoD and national plans.

-- JP 1-02 and SEVNAVINST 3850.2C, Department of Navy Counterintelligence, 20 Jul 2005

Counterintelligence Production. The process of analyzing all-source information concerning espionage or
other multidiscipline intelligence collection threats, sabotage, terrorism, and other related threats to US
military commanders, the DoD, and the US Intelligence Community and developing it into a final product
that is disseminated. Counterintelligence production is used in formulating security policy, plans, and
operations. (JP 1-02 and JP 2-01.2, Cl & HUMINT in Joint Operations, 11 Mar 2011)

-- Also, the creation of finished intelligence products incorporating Cl analysis in to known or
anticipated Cl concerns. (DoDD 5240.02, Cl, 20 Dec 2007)

-- Also, the creation of finished intelligence products incorporating Cl analysis in response to known
or anticipated customer Cl concerns. (JP 2.01.2, Cl & HUMINT in Joint Operations, 11 Mar 2011)

-- Also, the conversion of analyzed Cl information into intelligence products in support of known or
anticipated user requirements. (DIA Instruction 5240.002, 15 Jun 2005)

Counterintelligence Recruitment Lead (CIRL). An individual being assessed for possible use in a
counterintelligence operation, investigation, or project as a controlled source. (AR 381-47, OFCO, 17 Mar
2006)

Counterintelligence Scope Polygraph (Cl Scope Poly). A polygraph examination, consisting of questions
regarding espionage, sabotage, terrorism, unauthorized disclosure, secret contacts with foreign entities,
and damage of U.S. Government information systems.

Counterintelligence Special Agent. Within DoD, US Government personnel (military and civilian
employees) who have successfully completed an approved Cl Special Agent Course of Instruction and
who are authorized to be issued Badge and Credential (B&Cs).

Within the US Army: military personnel holding the MOS 35L, 351L, and 35E as a primary or
additional specialty, and selective civilian employees in the GS-0132 career field; see AR 381-20
(Army CI Program).
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Counterintelligence Staff Officer (CISO). An experienced senior Cl officer (military grade O-5 or above, or
civilian grade GS/GM/GG-14 or above) assigned or attached to a Combatant Command or JTF J2 or
Special Staff as the senior authoritative command representative for Cl. The CISO develops and
implements the command's Cl strategy and plans, serves as the focal point for all Cl issues impacting the
command, identifies and tasks command CI requirements, and coordinates Cl support to the command.
(DoDI 5240.10, 14 May 2004)

Note: in the revision to DoDI 5240.10, this term will be replaced by “Command Cl Coordinating
Authority” or CCICA,; it will also be updated in JP 1-02.

Counterintelligence Support. Conducting counterintelligence activities to protect against espionage and
other foreign intelligence activities, sabotage, international terrorist activities, or assassinations conducted
for or on behalf of foreign powers, organizations, or persons. (JP 1-02 & JP 2-01.2) Also see
counterintelligence.

Counterintelligence Support Plan (CISP). A formal plan that outlines and describes the Cl support to be
provided to research and development facilities, RDA [Research, Development and Acquisition] programs
with CPI [critical program information], and CPI resident at cleared Defense contractor facilities. CISPs
are coordinated with and approved by the RDA Director, Program Executive Office, or Program Manager,
as appropriate, and are an appendix to the PPP. (DoDI 5200.39, CPI Protection within DoD, 16 Jul 2008)

Counterintelligence Support to HUMINT. [CI activities which] prevents the detection, neutralization or
manipulation of strategic U.S. DoD HUMINT collection activities by foreign intelligence or security
servives. (DIA Instruction 5240.002, DIA Counterintelligence Activities, 15 Jun 2005)

For additional information see Appendix D, Counterintelligence Support to Human Intelligence (U),
JP 2-01.2, Cl & HUMINT in Joint Operations (U), 11 Mar 2011

Counterintelligence Technical Services (CITS). Encompasses Technical Surveillance Countermeasures
(TSCM) and Technical Support to Counterintelligence (TSCI). TSCM is used to detect the presence of
technical surveillance devices and hazards and to identify technical security vulnerabilities that put the
surveyed facility at risk. TSCI provides technical surveillance and countersurveillance in support of Cl
functions. Also see Technical Surveillance Countermeasures.

Counterintelligence Training. Institutional training in knowledge, skills, abilities, and core competencies
unique to Cl missions and functions. (DoDI 3305.11, DoD ClI Training, 19 Mar 2007)

-- Also, instructions and applies exercises offered through various media and methods for the
acquisition, retention, and enhancement of skills, knowledge, and abilities required to counter or
neutralize: intelligence collection efforts; other intelligence activities; sabotage; and terrorist activities and
assassination efforts on behalf of foreign powers. (DoDI 3305.12, Intelligence and Counterintelligence
Training of Non-US Persons, 25 Oct 2007)

Counterproliferation (CP). Those actions (e.g., detect and monitor, prepare to conduct counter-
proliferation operations, offensive operations, weapons of mass destruction, active defense, and passive
defense) taken to defeat the threat and/or use of weapons of mass destruction against the United States,
our military forces, friends, and allies. (JP 1-02 & JP 3-40)

-- Also, the activity by United States government intended to prevent the proliferation of nuclear,
chemical and biological capabilities to other nations. (HPSCI Report, 27 Jul 2006)

Countermeasure. Anything that effectively negates or mitigates an adversary’s ability to exploit
vulnerabilities. (DoD 5205.02-M, DoD OPSEC Program Manual, 3 Nov 2008)
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Countermeasures. That form of military science that, by the employment of devices and/or techniques,
has as its objective the impairment of the operational effectiveness of enemy activity. (JP 1-02)

Countersurveillance. See counter surveillance.

Counterterrorism (CT). Actions taken directly against terrorist networks and indirectly to influence and
render global and regional environments inhospitable to terrorist networks. (JP 1-02 and JP 3-26) Also
see terrorism; combating terrorism.

Country Clearance. Clearance for official U.S. Government representative travel to a foreign country
granted through the cognizant U.S. Embassy or U.S. Mission. (DoDD 4500.54E, DoD Foreign Clearance
Program, 28 Dec 2009)

Country Team. The senior, in-country, US coordinating and supervising body, headed by the chief of the
US diplomatic mission, and composed of the senior member of each represented US department or
agency, as desired by the chief of the US diplomatic mission. (JP 1-02 and JP 3-07.4)

Courier. Person who carries an item or information from one person or place to another. The courier
may or may not be aware of the nature of the item or information being transported. (AFOSI Manual
71-142, 9 Jun 2000)

Cover. In intelligence usage, those measures necessary to give protection to a person, plan, operation,
formation, or installation from enemy intelligence effort and leakage of information. (JP 1-02 and
JP 2-01.2, CI & HUMINT in Joint Operations, 11 Mar 2011) Also see cover for action; cover for status.

-- Also, actions to conceal actual friendly intentions, capabilities, operations, and other activities by
providing a plausible yet erroneous explanation of the observable. (Defense HUMINT Enterprise Manual
3301.002, Vol Il Collection Operations, 23 Nov 2010)

-- Also, a protective guise used by a person, organization, or installation to conceal true affiliation with
clandestine or other sensitive activities. (DoDD S-5105.61, DoD Cover and Cover Support Activities (U), 6
May 2010)

-- Also, a verifiable and documented protective guise used by a person, organization, or installation to
conceal true identity or affiliation. (HDI Lexicon, April 2008)

-- Also, a protective guise used by an individual, organization, or installation to prevent identification
with intelligence activities. To hide, conceal, obscure, or otherwise protect the exact identity of an
individual, unit, or activity. Supported with or without documentation and backstopping depending on the
sensitivity and scope of the operation. Cover can be anything that masks the true nature of an activity.
(Cl Community Lexicon)

DoD cover may be used to protect the Department of Defense, its intelligence sources and
methods, and its clandestine tactics, techniques, and procedures from exposure to the enemy and
overt association with sensitive activities. The fact that DoD uses cover to protect its activities is
unclassified. -- See DoDD S-5105.61, DoD Cover and Cover Support Activities (U), 6 May 2010)

Cover shields secret activities from the opposition

Good cover ...reaches into the mind of the opponent, thinks as he would think, and then creates a
combination of fact and fancy, of actual arrangements and contrived impressions, which the
opposing mind is prepared to believe.... Cover takes an infinite variety of forms.

The best cover is that which contains the least notional and the maximum possible legitimate
material.... Perfect cover is an ideal, rarely achieved in practice

-- Christopher Felix (James McCargar), A Short Course in the Secret War, 4™ Edition (2001)
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Cover for Action. A logical reason for doing the specific action involved. (CI Community Lexicon)

-- Also, a verifiable and documented protective guise used to disguise the true intent of an individual,
organization, or activity and to provide a credible explanation as to participation in a particular activity.
(Defense HUMINT Enterprise Manual 3301.002, Vol Il Collection Operations, 23 Nov 2010) Also see
cover for status.

Cover for Action. This cover, combined with the use of appropriate clandestine tradecraft
techniques (e.g. alias, disguise, darkness, surveillance detection routes to and from meetings, etc.)
is what provides cover and security for clandestine meetings.

-- F.W. Rustmann, Jr. (Fall 2003), http://ctcintl.com/Debunk.htm, accessed 7 Mar 2011

Cover for Status. A logical and backstopped reason for being in an area or processing a particular item at
a particular time. (Cl Community Lexicon) Also see cover for action.

-- Also, a verifiable and documented protective guise used to legitimize an individual’s, organization’s,
or activity’s extended presence in a particular area. (Defense HUMINT Enterprise Manual 3301.002, Vol
I, Collection Operations, 23 Nov 2010)

Cover for Status. This is the cover that permits [a case officer] to live and work in a particular
country. If the case officer is under official cover, this means he must blend into the environment of
an embassy or other official US installation abroad.

-- F.W. Rustmann, Jr. (Fall 2003), http://ctcintl.com/Debunk.htm, accessed 7 Mar 2011

Cover Legend. A contrived scenario, designed to explain an organizational or personal background and
past or present activities, in terms intended to protect and/or conceal involvement in a clandestine or
otherwise sensitive activity. It incorporates as much truth as possible. (Defense HUMINT Enterprise
Manual 3301.002, Vol Il Collection Operations, 23 Nov 2010)

Cover Stop. A stop made while under surveillance that provides an ostensibly innocent reason for a trip.
(Cl Centre Glossary)

Cover Story. Coherent and plausible account of background, residence, employment, activities, access,
etc., furnished to an individual to substantiate whatever claims are necessary to successfully carry out an
operation. The difference between a cover story and a legend is that a legend is furnished to an illegal or
agent by FIS. (AFOSI Manual 71-142, 9 Jun 2000)

The cover story is most frequently used to explain the visible evidences of a clandestine operation
or to provide an explanation when an operations encounters difficulties.

...cover stories in general: they should not be too precise or too detailed, and they should not be
forthcoming too quickly or all at once. ...To be too precise in a cover story qualitatively increases
the chances of repudiation of the story; to be too detailed increases those chances quantitatively.

-- Christopher Felix (James McCargar), A Short Course in the Secret War, 4" Edition (2001)

Cover Support Activities. All measures taken to develop, coordinate, approve, activate, operate, and
terminate cover. (DoDD S-5105.61, DoD Cover and Cover Support Activities (U), 6 May 2010)

Covert. A method of conducting operations that hides the true intent, affiliation or relationship of its
participants. Differs from clandestine in that covert conceals the identity of the sponsor, whereas
clandestine conceals the identity of the operation. (National HUMINT Glossary)
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Covert Action. An activity or activities of the United States Government to influence political, economic, or
military conditions abroad, where it is intended that the role of the United States Government will not be
apparent or acknowledged publicly. Covert action does not include activities the primary purpose of
which is to acquire intelligence, traditional counterintelligence activities [emphasis added], traditional
activities to improve or maintain the operational security of United States Government programs, or
administrative activities. (Section 503e, National Security Act of 1947 [50 USC §413b]) Also see special
activities; covert operation; finding.

...the overt foreign activities of the US Government
must be supplemented by covert operations

NSC Directive 10/2 (dated 18 Jun 1948)
as cited in Warner, CIA Under Truman (1994)

“Typically, covert actions are carried out by the CIA with such assistance as may be necessary by
other elements of the intelligence Community as directed by the President. U.S. law requires that
all covert actions be approved prior to their execution by the President in a written ‘finding’ and that
notification be provided to the two intelligence committees in Congress. Covert actions may involve
political, economic, propaganda, or paramilitary activities.” -- WMD Report, 31 Mar 2005

“Covert action is often called the “dirty tricks” side of spying. It consists of sabotage, subversion,
paramilitary operations, political action, psychological; operations, and black propaganda. It is not
always pretty. Covert action has histori